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INTRODUCTION TO CLI

1.1 General Introduction

The 9000 Series of industrial Ethernet core switches provide a number of configuration/management
methods. The first and very basic is serial console access. This method is also called out-of-band
management and is only available when a terminal or administrator PC can be physically connected to the
local 9000 Series switch at the CONSOLE port using RJ45 to RS-232 console cable. Accessing the switch
via CONSOLE port allows the user to use Command Line Interface (CLI) to manage and configure the
device. The out-of-band management is relatively useful when you lose the network connection to the
device.

The out-of-band management via console access, using acommand line (CLI), is familiar to most
network engineers. Forengineers that are not comfortable using CLI, this device can also be managed using
any standard Web Browser in a more user friendly 'point-and-click' method. Therefore, in most configuration
scenarios, the console will only be used to initially configure the 9000 IP address, so that the device may be
accessed via the other methods which require working TCP/IP.

After the device has been properly configured for the application and placed into service, a third
method of configuration/management can be employed using Simple Network Management Protocol
(SNMP). The operator will use SNMP management software to manage and monitor the 9000 Series
switches on a network. This requires some configuration of the device to allow SNMP management. In
addition, the network management platform will need to import and compile the proprietary MIB
(management information base) file so that the manager knows "how" to manage the 9000devices.

1.2CONSOLE Operation

Using the provided accessory cable, connect the 9000 "CONSOLE" port (RJ-45) to the PC terminal
communications port (DB9). Run any terminal emulation program (HyperTerminal, PuTTY, TeraTerm
Pro, etc.) and configure the communication parameters asfollows:

Speed: 115,200

Data: 8 bits

Parity: none

Stop bits: 1

Flow Control: None

From a cold start, the following screen will be displayed. At the "Username" prompt, enter ‘admin’ with no
password.

Copyright (C) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Free Software Foundation, Inc.

RedBoot is free software, covered by the eCos license, derived from the
GNU General Public License. You are welcome to change it and/or distribute
copies of it under certain conditions. Under the license terms, RedBoot's
source code and full license terms must have been made available to you.
Redboot comes with ABSOLUTELY NO WARRANTY.

Platform: VCore-III (MIPS32 24KEc) JAGUAR

RAM: 0x80000000-0x88000000 [0x80021798-0x87fe0000 available]

FLASH: 0x40000000-0x40ffffff, 256 x 0x10000 blocks

== Executing boot script in 2.000 seconds - enter ~C to abort

RedBoot> fi lo -a -f managed

RedBoot> go

Press ENTER to get started

Username: admin

Password:
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1.3CLI Modes
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The Command Line Interface (CLI) of 9000 series is mainly divided into four basic modes; these are
User mode, EXEC mode, Config mode and Config Interface mode. After entering the username and
password, you start from the EXEC mode (prompted with “#”). The commands available in User mode
and EXEC mode are limited. For more advanced configurations, you must enter Config mode or Config
Interface mode. In each mode, a question mark (?) at the system prompt can be issued to obtain a list of
commands available for each command mode. The following table provides a brief overview of modes

available in this device.

1.4Quick Keys

Mode Promp Enter Method Exit Method
t
User > enable disable
mode
Enter authorized
EXEC # username and Exit, logout
mode password
Global ) Enter .
Config (cc;;ﬂg “configure Ilin?)’ ?X't’ do
Mode terminal” after gou
“#”
Specify
Config Interface (config !nterface, End, exit, do
Mode : interface type
i and number logout
after (config)#
There are several useful quick keys you can use when editing command lines.
Keyboard Action
? Issue “?” to get a list of commands available in the
current
mode.
Up arrow To view the previous entered commands.
key
Down arrow To view the previous entered commands.
key
Tab key To complete an unfinished command.

1.5Command Syntax

Commands introduced in this user manual are written using the coherent symbols and easy-to-
understand syntax andstyle. Althoughusers canissue Helpcommandtocomplete adesiredcommandin
CLl,itisusefultounderstand frequently-used symbols and syntax conventions. The following table lists
the syntax conventions used inthis user manual together with an example.

Example: (config-if-vlan)# ip address { { <address> <netmask> } | { dhcp [ fallback <fallback_address>

<fallback_netmask> [ timeout <fallback_timeout>]1]1}}

Symbol Function Example Explanation
<> (Angle Enter a value, <address> Enter|P address and
bracket) alphanumeric <netmask> subnet
strings or keywords. mask.
[1] This is an optional [ fallback Fallback
(Square parameter. <fallback_address> parameterisan
bracket) <fallback_netmask> optional item.
[ timeout
<fallback timeout>]]
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{} (Curly
bracket)

A curly bracket
has the following
two functions:

1. Ifthere are more than two
optionsavailable,a
curly
bracket can be used to

{{ <address> <netmask> }
I

{ dhcp [ fallback

<fallback address>
<fallback netmask>

[ timeout
<fallback_timeout>1]}}

Atleastspecifyone
option to complete
thecommand.
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separate them.

2. The uter curly bracket
means that this isamust
parameter. Atleasetone
value should be specified.

| (Vertical Use a vertical bar to separate { { <address> <netmask> } |
bar) options. { dhcp [ fallback

<fallback address>

<fallback netmask> [ timeout
<fallback_timeout>]]}}

Enter|Paddressoruse
DHCPtoassign|IP address
automatically.

1.6 Basic Configurations

This section introduces users how to change the default IP address to the desired one and save the current
running configurations to startup configurations. For detailed introductions to commands, please see section 1.7,1.8,

1.9.

1.1.1 Configuring IPv4 Address

IP address: 192.168.0. 101
Subnet mask: 255.255.255.0

# config terminal

(config)# interface vlan 1

(config-if-vlan)# ip address 192.168.0.101 255.255.255.0
(config-if-vlan)# exit

(config)# exit
# show ip interface brief
Vian Address Method Status

1192.168.0.101/24 Manual DOWN

1.1.2 Enter Config Interface Mode
* Enter Port 3’s Config Interface mode. #

config terminal
(config)# interface GigabitEthernet 1/3
(config-if)#

Note: 1/3 means Ethernet Interface 1, Port 3.

* Enter Port 1~3’s Config Interface mode. #

config terminal
(config)# interface GigabitEthernet 1/1-3
(config-ify#

Note: 1/1-3 means Ethernet Interface 1, Port 1 to Port 3.

* Enter Port 1~3 & Port 5’s Config Interface mode. #

config terminal
(config)# interface GigabitEthernet 1/1-3,5
(config-ify#

Note: 1/1-3,5 means Ethernet Interface 1, Port 1 to Port 3 and Port 5.
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1.1.3 Save Configurations

# copy running-config startup-config
Building configuration...

% Saving 1469 bytestoflash:startup-config
#

1.1.4 Restart the Device

# reload cold
% Coldreloadin progress, please stand by.
#

Copyright (C) 2000, 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Free Software Foundation, Inc.

RedBootisfree software, covered by the eCoslicense, derived fromthe

GNU General Public License. You are welcome to change it and/or distribute
copiesofitunder certainconditions. Underthe license terms, RedBoot's

source codeandfulllicenseterms musthave beenmadeavailabletoyou.
Redboot comes with ABSOLUTELY NO WARRANTY.

RedBoot> fi lo -d managed
Image loaded from 0x80040000-0x80ae54cc
RedBoot> go

Press ENTER to get started

1.1.5 Load Factory Defaults

Load factory default settings
# reload defaults
% Reloading defaults. Please stand by.

Load factory defaults but keep IP settings
# reload defaults keep-ip
% Reloading defaults, attempting to keep VLAN 1 |IP address. Please stand by.

1.1.6 Show System and Software Information

# show version

MEMORY : Total=77679 KBytes, Free=51457 KBytes, Max=51417 KBytes
MAC Address : XX-Xx-xx-00-00-01
Previous Restart : Cold

System Contact

System Name

System Location :

System Time : 2019-01-01T00:28:35+00:00
System Uptime : 00:28:39

Active Image

Image managed
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Version :
Date : 2015-01-01T00:03:06+00:00

Alternative Image

Image : managed.bk

Version

Date : 2015-08-03T16:21:44+08:00
SID : 1

Software Version :V1.038
Build Date : 2015-08-03T16:33:15+08:00

1.1.7 Show Running Configurations

# show running-config

Building configuration...

username admin privilege 15 password none
!

vlan 1

!

!

!

no smtp server

spanning-tree mst name 00-02-ab-00-00-01 revision 0
!

interface GigabitEthernet1/1

no spanning-tree

!

interface GigabitEthernet1/2

no spanning-tree

!

interface GigabitEthernet1/3

no spanning-tree

!

interface GigabitEthernet1/4

no spanning-tree

!

-- more --, next page: Space, continue: g, quit: *C

1.1.8 Show History Commands

# show history
config t
exit
config t
ip arp ex
exit

> show history

config t

interface GigabitEthernet1/3
exit

interface GigabitEthernet1/1-5
exit




L2/L3 Feture Command-Line Guide ORing Industrail Networking

interface GigabitEthernet 1/1-3,5,7
flowcontrol on

exit

show interface * status

disable

show clock detail

show dot1x

show history

1.1.9 Help

Help command can be issued in User, Exec, and Global Config mode to geta hint message describing how to use
“show” command to get help from CLI.

# help

Helpmayberequestedatany pointinacommandbyentering

aquestion mark'?'. If nothing matches, the help list will

be emptyandyoumustbackupuntilenteringa'?'showsthe

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument(e.g. 'show ?')and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

1.1.10 Logout

To close an active terminal session, issue the “logout” command in User or EXEC mode.

(config)# exit
# logout

Press ENTER to get started

# disable
> logout

Press ENTER to get started

1.7 Commands in User Mode

When you successfully loginin Command Line Interface, you are in EXEC Mode (prompted with “#”). To enter
Usermode, issue “disable” command after # prompt. Then you will be directed to User mode with “>” prompt.

Username: admin
Password:
#

# disable
>

In User mode, only limited commands are available. These commands are used for clearing statistics, entering

Exec mode and pinging the specified destination. To configure a function, you should enter Config mode or Config
Interface mode.
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1.7.1 > clear iparp

Syntax: > clear ip arp

Explanation: Clear ARP cache.

1.7.2 > clear lldp statistics

Syntax: > clear lldp statistics

Explanation: Clear LLDP statistics.

1.7.3 > clear statistics

Syntax: > clear statistics {[ interface ] ( <port_type> [ <v_port_type list>])}
<port_type>: Specify the interface type.
[ <v_port_type_list>: Specify the ports that you want to clear.

Explanation: Clear statistics of the specified interfaces.

1.7.4 > enable

Syntax: > enable [ <new_priv> ]
[ <new_priv: 0-15> ]: Choose a privilege level.

Explanation: Enter the EXEC mode.

1.7.5 > exit

Syntax: > exit

Explanation: Return to the previous mode. Issuing this command in User mode will logout the Command Line
Interface.

1.7.6 > help

Syntax: > help

Explanation: Provide help messages.

1.7.7 > logout

Syntax: > logout
Explanation: Logout the Command Line Interface.
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1.7.8 > ping ip

Syntax: > ping ip <v_ip_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ]
<v_ip_addr>: Specify IPv4 address that you want to ping.
[repeat<count>]: The numberofpackets thatare senttothe destination IP orhost.
[ size <size> ]: The size of the packet.

[interval <seconds> ]: Timeoutinterval. The ping testis successful only when it receives echo reply from the
destination IP or host within the time specified here.

Explanation: To carry out ping tests on the specified destination IPv4 address or host.

1.7.9 > ping ipv6

Syntax: > ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ][ interval <seconds> ] [ interface vlan <v_vlan_id> ]
<v_ipv6_addr>: Specify IPv6 address that you want to ping.
[repeat<count>]: The numberof packets thatare senttothedestination IP orhost.
[ size <size> ]: The size of the ping packet.

[interval <seconds>]: Timeout interval. The ping testis successful only when it receives echo reply from the
destination IP or host within the time specified here.

[ interface vlan <v_vlan_id> |:

Explanation: To carry out ping tests on the specified destination IPv6 address or host.

1.7.10 show commands

In User mode, “show” commands can be issued to display current status or settings of a certain command. They
will be introduced in Section 3.9 “Commands in Config Mode”.
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1.8 Commands in EXEC Mode

1.8.1 # clear access management statistics

Syntax: # clear access management statistics

Explanation: Clear access (HTTP, HTTPs, SNMP, Telnet, SSH) management statistics.

1.8.2 # clear access-list ace statistics

Syntax: # clear access-list ace statistics

Explanation: Clear access list entry statistics.
1.8.3 # clear dot1x statistics

Syntax: # clear dot1x statistics [ interface ( <port_type> [ <v_port_type list>])]
Parameter:
[ interface ( <port_type> [ <v_port_type_list>]) ]: Specify the interface that you want to clear.

Explanation: Clear (the specified interfaces’) dot1x statistics.

1.8.4 # clear iparp

Syntax: # clear ip arp

Explanation: Clear ARP cache.

1.8.5 # clear ip dhcp detailed statistics

Syntax: # clearip dhcp detailed statistics { server| client| snooping | relay | helper | all} [ interface ( <port_type>
[<in_port_list>1])]

Explanation: Clear IP DHCP statistics.
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Parameter:
{server|client|snooping|relay | helper|all}: Specify thetypeofinformationthatyouwanttoclear.

[interface (<port_type>[<in_port_list>])]: Specify the interface type and port number.

1.8.6 # clear ip dhcp server binding <ip>

Syntax: # clear ip dhcp server binding <ip>
Parameter:
<ip>: Specify the IP address for this server binding setup.

Explanation: Clear DHCP server binding cache in reletion to the specified IP address.

1.8.7 # clear ip dhcp server binding { automatic | manual | expired }

Syntax: # clear ip dhcp server binding { automatic | manual | expired }
Parameter:
{automatic|manual|expired }: Specify the serverbinding mode.

Explanation: Clear automatic, manual or expired server binding caches.

1.8.8 # clear ip dhcp server statistics

Syntax: # clear ip dhcp server statistics

Explanation: Clear DHCP server statistics.

1.8.9 #clearip dhcp relay statistics

Syntax: # clear ip dhcp relay statistics

Explanation: Clear IP DHCP Relay statistics.

1.8.10 # clear ip dhcp snooping statistics

Syntax: # clear ip dhcp snooping statistics [ interface ( <port_type> [ <in_port_list>1]) ]

Explanation: Clear IP DHCP Snooping statistics.
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1.8.11 # clear ip igmp snooping

Syntax: # clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

Explanation: Clear IP IGMP Snooping statistics.

1.8.12 # clear ip statistics

Syntax: # clear ip statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] [ icmp-msg <type> ]

Explanation: Clear IPv4 statistics for system, interface and ICMP.

1.8.13 # clearipv6 mld snooping

Syntax: # clear ipv6 mld snooping [ vlan <v_vlan_list> ] statistics

Explanation: Clear statistics for IPv6 MLD Snooping.

1.8.14 # clear ipv6 neighbors

Syntax: # clear ipv6 neighbors

Explanation: Clear the table for IPv6 neighbors.

1.8.15 # clear ipv6 statistics

Syntax: # clear ipv6 statistics [ system ] [ interface vlan <v_vlan_list> ] [ icmp ] [ icmp-msg <type> ]

Explanation: Clear IPv6 statistics for system, interface and ICMP.

1.8.16 # clear lacp statistics

Syntax: # clear lacp statistics

Explanation: Clear LACP statistics.

1.8.17 # clear Illdp statistics

Syntax: # clear lldp statistics

Explanation: Clear LLDP statistics.
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1.8.18 # clearlogging

Syntax: # clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

Explanation: Clear specific syslog events.

1.8.19 # clear macaddress-table

Syntax: # clear mac address-table

Explanation: Clear MAC address table.

1.8.20 # clear spanning-tree

Syntax:#clearspanning-tree{{statistics[interface (<port_type>[<v_port_type_list>])]}|{detected-protocols
[interface ( <port_type>[<v_port_type list 1>]1)]}}

Explanation: Clear specific interfaces’ Spanning Tree statistics.

1.8.21 # clear statistics

Syntax: # clear statistics [ interface ] ( <port_type> [ <v_port_type list>])

Explanation: Clear Fast Ethernet and/or Gigabit Ethernet interfaces’ statistics.

1.8.22 # config terminal

Syntax: # config terminal
Explanation: Enter the Global Config mode.

Example:
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# config t
(config) #

1.8.23 # copy

Syntax: # copy { startup-config | running-config | <source_path> } { startup-config | running-config |
<destination_path> } [ syntax-check ]

{startup-config | running-config | <source_path>}: Specifythefiletypethatyouwanttocopyfrom.Thiscanbe

“startup-config”, “running-config” or a specific source file in flash or TFTP server.

{startup-config | running-config | <destination_path>}: Specify thefiletypethatyouwanttocopyto. Thiscan

" o«

be “startup-config”, “running-config” or a specific destination file in flash or TFTP server.

Explanation: Save running configurations to startup configurations.

# copy running-config startup-config
Building configuration...

% Saving 1596 bytes to flash:startup-config
#

Explanation: Save startup configurations to running configurations.

# copy startup-config running-config
Building configuration...

% Saving 1596 bytes to flash:startup-config
#

Explanation: Save running configurations to Flash 201
# copy running-config Flash:201
Building configuration...

% Saving 1487 bytes to flash:201

# dir

Directory of flash:
r- 1970-01-01 00:00:00 284 default-config
rw 2015-01-01 01:56:32 1487 startup-config
rw 2015-01-01 01:56:49 1487 201

3 files, 3258 bytes total.

1.8.24 # delete

Syntax: # delete <path>
Explanation: Delete a file saved in Flash.
Parameters:
<Path : word>: Name of the file in Flash to be deleted.

Example: Delete a file named 201 in Flash.
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# dir

Directory of flash:
r- 1970-01-01 00:00:00 284 default-config
rw 2015-01-01 01:56:32 1487 startup-config
rw 2015-01-01 01:56:49 1487 201

3 files, 3258 bytes total.
# delete flash:201

# dir

Directory of flash:
r- 1970-01-01 00:00:00 284 default-config
rw 2015-01-01 01:56:32 1487 startup-config

2 files, 1771 bytes total.

1.8.25 # dir

Explanation: Display files in flash.

Example:
# dir
Directory of flash:
r- 1970-01-01 00:00:00 284 default-config
rw 2015-01-01 01:56:32 1487 startup-config
rw 2015-01-01 01:56:49 1487 201
3 files, 3258 bytes total.

1.8.26 #disable &#enable

Explanation: Returntousermode orenterexec mode.

# disable
>

>

> enable

enable 0

Vo oS

1.8.27 # dot1x

Syntax: # dot1x initialize [ interface ( <port_type> [ <plist>])

ko

[interface (<port_type>[<plist>])]: Specify the type ofinterface that you intend to use. “*”means all

interfaces.

<plist>: Specify the ports that apply to this command.
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Explanation: To initialize dot1x function in an interface immediately.

1.8.28 # firmware swap

Syntax: # firmware swap

Explanation: Use the other standby firmware image file uploaded to flash.

1.8.29 # firmware upgrade

Syntax: # firmware upgrade <TFTPServer_path_file : word>
<TFTPServer_path_file : word>: Specify the TFTP server IP address and firmware filename.

Explanation: Upgrade the firmware image.

1.8.30 # ip dhcp retry interface vian

Syntax: # ip dhcp retry interface vlan <vlan_id>
<vlan_id>: Specify the valid VLAN ID for DHCP query.

Explanation: Restart the DHCP query process.

1.8.31 # more

Syntax: # more <path>
<path>: Specify the filename.

Explanation: Display file in Flash or in TFTP server.
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1.8.32 # ping ip

Syntax: # ping ip <v_ip_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ]
Explanation: Ping the specified IP.
Parameters:

<addr>: Specify the IPv4 address or IPv6 address for ping test.

1.8.33 # ping ipv6

Syntax: #ping ipv6 <v_ipv6_addr> [ repeat <count> ] [ size <size> ] [ interval <seconds> ] [ interface vlan <v_vlan_id> ]
<v_ipv6_addr >: Specify the IPv4 address or IPv6 address for ping test.
Explanation: Ping the specified IPv6 address.
Parameters:
[repeat<count>]: Thenumberofechopacketswillbe sent.
[ size <size>]: The size orlength of echo packets.
[interval <seconds> ]: The time interval between each ping request.

[interface vlan <v_vlan_id>]: Specify the VLAN ID.

1.8.34 # reload cold

Syntax: # reload cold

Explanation: Perform a cold reload on the system.

1.8.35 # reload defaults

Syntax: # reload defaults [keep-ip]
Explanation: Restore the device to factory default settings.
Parameters:

[keep-ip]: Keep VLAN 1 IP setting.
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1.8.36 #send

Syntax: # send { * | <session_list> | console 0 | vty <vty_list> } <message>
Explanation: Send messages to other tty lines.
Parameters:
{* | <session_list> | console 0 | vty <vty_list> }: Choose one of the options.
* : Specify “*” to denote all tty users.
<session_list>: Specify asessionnumberbetween0and 16.
console 0: This means primary terminal line.
<vty_list>: Send a message to a virtual terminal.

<message>: Enter a message in 128 characters that you want to send.

1.8.37 # terminal editing

Syntax: # terminal editing
Explanation: Enable command line editing.

Show: >showterminal
# showterminal

Negation: # no terminal editing

1.8.38 # terminal exec-timeout

Syntax: # terminal exec-timeout <0-1440> [<0-3600>]
Parameters:
<0-1440>: Specifythetimeoutvalueinminutes.
[<0-3600>]: Specify the timeout value in seconds.
Explanation: Set up terminal timeout value.

Show: >showterminal
# showterminal

Negation: # no terminal exec-timeout
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1.8.39 # terminal history size

Syntax: # terminal history size <0-32>
Parameters:

<0-32>: Specify the current history size. “0” means to disable.
Explanation: Set up terminal history size.

Show: >showterminal
# showterminal

Negation: # no terminal history size

1.8.40 # terminal length

Syntax: # terminal length <0 or 3-512>
Parameters:

<0 or 3-512>: Specify the lines displayed on the screen. “0” means no pausing.
Explanation: Set up terminal length.

Show: >showterminal
# showterminal

Negation: # no terminal length

1.8.41 # terminal width

Syntax: # terminal width <0 or 40-512>
Parameters:

<0 or 40-512>: Specify the width displayed on the screen. “0” means unlimited width.
Explanation: Set up terminal display width.

Show: >showterminal
# showterminal

Negation: # no terminal width

1.8.42 # no port-securityshutdown

Syntax: # no port-security shutdown [interface (<port_type>[<v_port_type_list>])]

Explanation: Reopen ports that are shutdown or disabled by Port Security function.
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Parameters:

[interface (<port_type>[<v_port_type_list>])]: Specify the port type and port numbers that you want to reopen.

1.8.43 show commands

In Exec mode, “show” commands can be issued to display current status or settings of a certain command. They
will be introduced in Section 3.9 “Commands in Config Mode”.

1.9 Commands in Config Mode

1.9.1 (config)# aaa authenticationlogin

Syntax: (config)#aaaauthenticationlogin{console|telnet|ssh|http}{{local|radius |tacacs}[{local|radius|
tacacs } [{local | radius | tacacs } 1]}

Explanation: Configure the authentication method for the client.
Parameters:
{ console | telnet | ssh | http }: Specify one of the authentication clients.
{{local | radius | tacacs }[{local | radius | tacacs }[{local | radius | tacacs }]]}: Specify one ofthe
authentication methods for the specified client. At least one method needs to be specified. Users can specify
three methods at most.
local: Use the local user database on the switch for authentication.

radius: Use remote RADIUS server(s) for authentication.

tacacs: Use remote TACACS+ server(s) for authentication.

NOTE: Methods that involve remote servers will time out if the remote servers are offline. In this case the next method
istried. Each methodistried and continues untila method eitherapprovesorrejectsauser. Ifaremote serveris used
for primary authentication itis recommended to configure secondary authentication as ‘local’. This will enable the
managementclienttologin viathe local userdatabase ifnone ofthe confiqured authentication servers are alive.

Example: Set the Console client to use remote RADIUS server(s) for authentication.

# config t
(config)# aaa authentication login console radius

Negation: (config)# no aaa authentication login { console | telnet | ssh | http }

Show: # show aaa

1.9.2 (config)# access management
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Syntax: (config)#access management<access_id><access_vid><start_addr>[to<end_addr>]{[web][snmp]
[telnet] | all}

Explanation: Create an access management rule.
Parameters:
<access_id: 1-16>: Specify an ID for this access management entry.
<access_vid>: Indicates the VLAN ID for the access management entry.
<start_addr> [ to <end_addr> ]: Indicate the starting and ending IP address for the access management entry.
{[web][snmp]][telnet]| all }: Specify matched hosts can access the switch from which interface.

Example: Allow IP 192.168.0.1 to 192.168.0.10 to access the device via Web, SNMP and Telnet.

# config t
(config)# access management 1 1 192.168.0.1 to 192.168.0.10 all

Negation: (config)# no access management
(config)# no access management <access_id>

Show: # show access management [ statistics | <access_id_list> ]

Clear: # clear access management statistics

1.9.3 (config)# access-list

1.9.3.1 (config)# access-listace

Syntax: (config)#access-listace <Aceld: 1-256> [action {deny | filter | permit}] [dmac-type {any| broadcast |
multicast | unicast } ] [frame-type {any| arp|etype]|ipv4|ipv4-icmp]|ipv4-tcp |ipv4-udp|ipv6|ipv6-icmp]|ipv6-tcp|ipve-
udp}][ingress{any |interface <PORT_TYPE>}] [logging] [next{ <Aceld : 1-256>|last}] [policy <Policyld : 0-255>] [rate-
limiter {<RateLimiterld : 1-16>|disable}] [redirect {disable| interface <PORT_TYPE>}] [shutdown] [tag
{any|tagged|untagged}] [tag-priority {0-1] 0-3| 2-3]| 4-5] 4-7| 6-7| <TagPriority : 0-7>|any}] [vid { <Vid : 1-
4095>|any}]
Explanation: Configure an access control list.
Parameters:

<Aceld : 1-256>: Specify access control list ID that applies to this rule.

[ action {deny | filter | permit}]: Specify the action that applies to this rule.

[ dmac-type {any| broadcast | multicast | unicast } ]: Specify destination MAC type that applies to this rule.

[frame-type {any| arp|etype|ipv4|ipv4-icmp]|ipv4-tcp|ipv4-udp|ipv6|ipv6-icmp]|ipv6-tcp|ipve-udp} ]: Specify
the frame type that applies to this rule.

[ingress {any | interface <PORT_TYPE> }]: Specify the ingress port.
[logging]: Enable logging function.

[mirror]: Enable the function of mirroring frames to destination mirror port.
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[next{<Aceld: 1-256>|last}]: Insertthe current ACE ID before the nextACE ID or putthe ACE IDtothelastone.
[policy <Policyld : 0-255>]: Specify the policy ID.

[rate-limiter {<RateLimiterld : 1-16>|disable}]: Specify the rate limit ID or disable this function.

[redirect {disable| interface <PORT_TYPE>}]: Redirect frames to a specific port or disable this function.
[shutdown]: Enable shutdownfunction.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.

[tag-priority {0-1] 0-3] 2-3| 4-5] 4-7] 6-7] <TagPriority : 0-7>]any}]: Specify the priority value.

[vid { <Vid : 1-4095>|any}]: Specify the VLAN ID.

Show: #show access-list[interface [ (<port_type>[<v_port_type_list>])]][rate-limiter[<rate_limiter_list>]][ace
statistics [ <ace_list>]]

Negation: (config)# no access-list ace <ace_list>

Clear: # clear access-list ace statistics

1.9.3.2 (config)# access-list ace update
Syntax: (config)#access-listaceupdate <Aceld: 1-256> [action{deny [filter | permit}][dmac-type{any|broadcast|
multicast | unicast } ] [frame-type {any| arp|etype]|ipv4|ipv4-icmp]|ipv4-tcp|ipv4-udp|ipv6|ipvB-icmp]|ipv6-tcp|ipve-
udp}][ingress{any |interface <PORT_TYPE>}] [logging] [next{ <Aceld : 1-256>|last}] [policy <Policyld : 0-255>][rate-
limiter {<RateLimiterld : 1-16>|disable}] [redirect {disable| interface <PORT_TYPE>}] [shutdown] [tag
{any|tagged|untagged}] [tag-priority {0-1] 0-3] 2-3] 4-5] 4-7] 6-7| <TagPriority : 0-7>]any}] [vid { <Vid : 1-
4095>|any}]
Explanation: Update an access control list.
Parameters:
<Aceld : 1-256>: Specify access control list ID that applies to this rule.
[ action {deny | filter | permit}]: Specify the action that applies to this rule.
[ dmac-type {any| broadcast | multicast | unicast } ]: Specify destination MAC type that applies to this rule.

[frame-type {any| arp|etype|ipv4|ipv4-icmp]|ipv4-tcp|ipv4-udp|ipv6|ipv6-icmp]|ipv6-tcp|ipv6-udp} ]: Specify
the frame type that applies to this rule.

[ingress {any | interface <PORT_TYPE> }]: Specify the ingress port.

[logging]: Enable logging function.

[mirror]: Enable the function of mirroring frames to destination mirror port.

[next{<Aceld: 1-256>|last}]: Insertthe current ACE ID beforethe next ACE ID or putthe ACE IDtothelastone.

[policy <Policyld : 0-255>]: Specify the policy ID.
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[rate-limiter {<RateLimiterld : 1-16>|disable}]: Specify the rate limit ID or disable this function.
[redirect {disable| interface <PORT_TYPE>}]: Redirect frames to a specific port or disable this function.
[shutdown]: Enable shutdownfunction.

[tag {any|tagged|untagged}]: Specify whether frames should be tagged or untagged.
[tag-priority {0-1] 0-3] 2-3] 4-5] 4-7]| 6-7| <TagPriority : 0-7>]any}]: Specify the priority value.

[vid { <Vid : 1-4095>|any}]: Specify the VLAN ID.

Show:#showaccess-list[interface[(<port_type>[<v_port_type_list>])]][rate-limiter[<rate_limiter_list>]][ace
statistics [ <ace_list>]]

Negation: (config)# no access-list ace <ace_list>

1.9.3.3 (config)# access-listrate-limiter

Syntax: (config)# access-list rate-limiter [ <rate_limiter_list> ] { pps <pps_rate> | 100pps <pps100_rate> | kpps
<kpps_rate> | 100kbps <kpbs100_rate>}

Explanation: Configure rate limiter that applies to each rate limit ID.
Parameters:
[ <rate_limiter_list> ]: Specify the “rate limit ID”, “100kbps” or “pps” . The allowed rate limit ID range is from1~16.

{pps <pps_rate>|100pps <pps100_rate> | kpps <kpps_rate>| 100kbps <kpbs100_rate> }: Specify the rate limit
rate.

Show: # show access-list rate-limiter [<RateLimiterList : 1~16>]

1.9.3.4 (config-if)# access-listaction

Syntax: (config-if}# access-list action { permit|deny}
Explanation: Configure aspecific port’s action option.
Parameters:

{ permit|deny}: Permit or deny frames on a specific port.

Show: # show access-list [ interface [ ( <port_type> [ <v_port_type_list>1)1]

1.9.3.5 (config-if)# access-listlogging

Syntax: (config-if)# access-list logging
Explanation: Enable a specific port’s logging function.

Show: # show access-list [ interface [ ( <port_type> [ <v_port_type_list>1)]1]
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Negation: (config-if}# no access-list logging

1.9.3.6 (config-if)# access-list policy

Syntax: (config-if)# access-list policy <policy_id>
Parameters:
<policy_id:0-255>: Specify a policy ID that applies to this specific port.
Explanation: Apply a policy ID to a specific port.
Show: # show access-list [ interface [ ( <port_type> [ <v_port_type_list>]1)1]

Negation: (config-if}# no access-list policy

1.9.3.7 (config-if)# access-listport-state

Syntax: (config-if)# access-list port-state
Explanation: Enable aspecific port’s portstate.

Negation: (config-if}# no access-list port-state

1.9.3.8 (config-if)# access-listrate-limiter

Syntax: (config-if)# access-list rate-limiter <rate_limiter_id>
Parameters:

<rate_limiter_id:1-16>: Specify a rate limiter ID to a specific port.
Explanation: Apply a rate limiter ID to a specific port.

Negation: (config-if}# no access-list rate-limiter

1.9.3.9 (config-if)# access-list shutdown

Syntax: (config-if)# access-list shutdown
Explanation: Shutdown this port when specified rules are matched.

Negation: (config-if}# no access-list shutdown

1.9.3.10 (config-if)# access-list {redirect| port-copy }
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Syntax: (config-if)j# access-list { redirect | port-copy } interface { <port_type> <port_type_id> | ( <port_type>
[ <port_type list>]1)}

Parameters:
{ redirect | port-copy }: Redirect or copy this port’s frames to the specified port.

interface{<port_type><port_type id>|(<port_type>[<port_type_list>])}: Specifytheredirectorcopyport
type and portlist.

Explanation: Redirect or copy this port’s frames to the specified port.

Negation: (config-if}# no access-list { redirect | port-copy }

1.9.4 (config)# aggregation
1.9.4.1 (config)# aggregation mode

Syntax: (config)# aggregation mode { [ smac][dmac][ip][port]}
Explanation: Configure aggregation mode.
Parameters:

[smac]: Alltraffic from the same Source MAC address is outputon the samelink in a trunk.

[dmac]: Alltrafficwiththe same Destination MAC addressis outputonthe samelinkinatrunk.

[ip]: All traffic with the same source and destination IP address is output on the same link in a trunk.

[port]: All traffic with the same source and destination TCP/UDP port number is output on the same link in a
trunk.

Negation: (config)# no aggregation mode

Show: # show aggregation [mode]
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1.9.5 (config)# banner
1.9.5.1 (config)# banner [ motd ] <banner>
Syntax: (config)# banner [ motd ] <banner>
Parameters:
[motd]: Typeinthe message of the day.
Explanation: Configure the message of theday.

Negation: (config)# no banner [motd]

1.9.5.2 (config)# banner exec <banner>

Syntax: (config)# banner exec <banner>
Explanation: Display the configured message when successfully entering Exec mode.

Negation: (config)# no banner exec

1.9.5.3 (config)# banner login<banner>

Syntax: (config)# banner login <banner>
Explanation: Display the configured message when prompted for login ID and password.

Negation: (config)# no banner login

1.9.6 (config)# clock

1.9.6.1 (config)# clock summer-time <word16> date

Syntax: clock summer-time <word16> date [ <start_month_var> <start_date_var> <start_year_var> <start_hour_var>
<end_month_var> <end_date_var> <end_year_var> <end_hour_var> [ <offset_var>1]]

Explanation: Configure daylight saving time. This is used to set the clock forward or backward according to the
configurations setforadefined Daylight Saving Time duration. “Recurring”commandis usedtorepeatthe
configuration every year.

Parameters:

summer-time <word16>: Specify a description for this day-light setting.

date [ <start_month_var> <start_date_var> <start_year_var> <start_hour_var> <end_month_var>
<end_date_var> <end_year _var> <end_hour_var> [ <offset_var>]]

<start_month_var:1-12>: Specify the starting month.

<start_date_var: 1-31>: Specify the starting day.
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<start_year_var:2000-2097>: Specify the starting year.
<start_hour_var: hh:mm>: Specify the time to start.
<end_month_var:1-12>: Specify the ending month.
<end_date_var: 1-31>: Specify the ending day.
<end_year_var:2000-2097>: Specify the ending year.
<end_hour_var: hh:mm>: Specify the time to start.

[<offset_var: 1-1440> ]: Specify the number of minutes to add during Daylight Saving Time. The allowed
range is 1to 1440.

Negation: (config)# no clock summer-time
Show: > show clock
>show clock detail

# showclock
# show clock detail

1.9.6.2 (config)# clock summer-time <word16> recurring

Syntax: (config)# clock summer-time <word16> recurring [ <start_week_var> <start_day_ var> <start_month_var>
<start_hour_var> <end_week_var> <end_day_var> <end_month_var> <end_hour_var> [ <offset_var>]]

Explanation: Configure daylight saving time. This is used to set the clock forward or backward according to the
configurations setforadefined Daylight Saving Time duration. “Recurring”commandis usedtorepeatthe
configuration every year.

Parameters:

summer-time <word16>: Specify a description for this day-light setting.

recurring [ <start_week_var> <start_day_var> <start_month_var> <start_hour_var> <end_week_var>
<end_day_var> <end_month_var> <end_hour_var> [ <offset_var>1]]

<start_week_var:1-5>: Specify the starting week.
<start_day var: 1-31>: Specify the starting day.
<start_month_var:1-12>: Specify the starting month.
<start_hour_var: hh:mm>: Specify the time to start.
<end_week_var:1-5>: Specify the ending week.
<end_day_var: 1-31>: Specify the ending day.
<end_month_var: 1-12>: Specify the ending month.

<end_hour_var: hh:mm>: Specify the time to end.
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[<offset_var: 1-1440>]: Specify the number of minutes to add during Daylight Saving Time. The allowed
range is 1 to 1440.

Negation: (config)# no clock summer-time

Show: # show clock
# show clock detail

1.9.6.3 (config)# clock timezone

Syntax: (config)# clock timezone <word> <-23-23> [<0-59>]
Explanation: Configure a timezone used in the switch.
Parameters:

<word16>: Specify the name of the timezone.

<-23-23>: Hours offset from UTC.

[<0-59>]: Minutes offset from UTC.
Negation: (config)# no clock timezone

Show: # show clock
# show clock detail

1.9.7 (config)# defaultaccess-list rate-limiter

Syntax: (config)# default access-list rate-limiter [ <rate_limiter_list> ]
Explanation: To default the specified rate-limiter ID.
Parameters:

[ <rate_limiter_list: 1-16> ]: Specify a rate limiter ID.

Example: To default rate-limiter 1.

# config t
(config)# default access-list rate-limiter 1

1.9.8 (config)# dot1x
1.9.8.1 (config)# dot1x system-auth-control

Syntax: (config)# dot1x system-auth-control

Explanation: To enable 802.1x service.
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Parameters: None.

Example: Enable 802.1x service.

# config t
(config)# dotlx system-auth-control

Negation: (config)# no dot1x system-auth-control

Show: >showdot1xstatus[interface (<port_type>[<v_port_type list>])][brief]
#showdot1xstatus[interface (<port_type>[<v_port_type_list>])][brief]

1.9.8.2 (config)# dot1x re-authentication

Syntax: (config)# dot1x re-authentication

Explanation: Set clients to be re-authenticated after an interval setin "Re-authenticate” field. Re-autentication can be
used to detect if a new device is attached to a switch port.

Example: Enable re-authentication function.

# config t
(config)# dotlx re-authentication

Negation: (config)# no dot1x re-authentication

Show: >showdot1xstatus[interface (<port_type>[<v_port_type list>])][brief]
#showdot1x status[interface (<port_type>[<v_port_type_list>])][brief]

1.9.8.3 (config)# dot1x authentication timer re-authenticate

Syntax: (config)# dot1x authentication timer re-authenticate <1-3600>

Explanation: Specify the time interval for a connected device to be re-authenticated. By default, the re-authenticated
period is set to 3600 seconds. The allowed range is 1 - 3600 seconds.

Parameters:
<1-3600>: Specify a re-authentication value between 1 and 3600.

Example: Set re-authentication timer to 100.

# config t
(config)# dotlx authentication timer re-authenticate 100

Negation: (config)# no dot1x authentication timer re-authenticate
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1.9.8.4 (config)# dot1x timeouttx-period

Syntax: (config)# dot1x timeout tx-period <v_1_to 65535>

Explanation: Specify the time that the switch waits for a supplicant response during an authentication session before
transmitting a Request Identify EAPOL packet. By default, it is set to 30 seconds.

Parameters:
<v_1_to 65535>: Specify a timeout value between 1 and 65535 (seconds).

Example: Set EAPOL timeout to 30 seconds.

# config t
(config)# dotlx timeout tx-period 30

Negation: (config)# no dot1x timeout tx-period

1.9.8.5 (config)#dot1x authentication timer inactivity

Syntax: (config)# dot1x authentication timer inactivity <10-1000000>

Explanation: Specify the period thatis used to age outa client’s allowed access to the switch via 802.1X and MAC-
based authentication. The default period is 300 seconds. The allowed rangeis 10 - 1000000 seconds.

Parameters:
<10-1000000>: Specify a value between 10 and 1000000 (seconds).

Example: Set the aging time to 300 seconds.

# config t
(config)# dotlx authentication timer inactivity 300

Negation: (config)# no dot1x authentication timer inactivity

1.9.8.6 (config)# dot1xtimeout quiet-period

Syntax: (config)# dot1x timeout quiet-period <v_10_to_1000000>

Explanation: Thetime afteran EAP FailureindicationorRADIUStimeoutthataclientisnotallowedaccess. This
setting applies to ports running Single 802.1X, Multi 802.1X, or MAC-based authentication. By default, hold time is set
to 10 seconds. The allowed range is 10 - 1000000 seconds.

Parameters:

<10-1000000>: Specify a value between 10 and 1000000 (seconds).

Example: Set hold time to 30 seconds.



L2/L3 Feture Command-Line Guide ORing Industrail Networking

# config t
(config)# dotlx timeout quiet-period 30

Negation: (config)# no dot1x timeout quiet-period

1.9.8.7 (config)# dot1x feature

Syntax: (config)# dot1x feature { [ guest-vlan ] [ radius-qos ] [ radius-vlan ] }

Explanation: Enable the specified feature.

Parameters:

{ [ guest-vlan ] [ radius-qos ] [ radius-vlan ] }:

[guest-vlan]: Enable guest VLAN. A Guest VLAN is a special VLAN typically with limited network access.
Whenchecked, theindividualports'dittosettingdetermineswhetherthe portcanbe movedinto Guest
VLAN. When unchecked, the ability to move to the Guest VLAN is disabled on all ports.
[radius-gos]: Enable RADIUS assigned QoS.
[radius-vlan]: Enable RADIUS VLAN. RADIUS-assigned VLAN provides a means to centrally control the VLAN
on which a successfully authenticated supplicant is placed on the switch. Incoming traffic will be classified to
and switched onthe RADIUS-assigned VLAN. The RADIUS server must be configured to transmit special
RADIUS attributes to take advantage of this feature.

Example: Enable guest VLAN service.

# config t
(config)# dotlx feature guest-vlan

Negation: (config)# no dot1x feature { [ guest-vlan ] [ radius-qos ] [ radius-vlan ] }

1.9.8.8 (config)# dot1x guest-vian

Syntax: (config)# dot1x guest-vlan<value>
Explanation: ConfigureaguestVLANID.
Parameters:
<value:1-4095>: Specify the guest VLAN ID. The allowed VLAN ID range is from 1 to 4095.

Negation: (config)# no dot1x guest-vlan

1.9.8.9 (config)# dot1x guest-vlan supplicant

Syntax: (config)# dot1x guest-vlan supplicant

Explanation: Enable Guest VLAN supplicant function. The switch remembers if an EAPOL frame has been received on
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the portforthe life-time of the port. Once the switch considers whether to enter the Guest VLAN, itwill first check if
this option is enabled or disabled. When enabled, the switch does not maintain the EAPOL packet history and allows
clients that fail authentication to access the guest VLAN, regardless of whether EAPOL packets had been detected on
the interface. Clients that fail authentication can access the guest VLAN.

Negation: (config)# no dot1x guest-vlan supplicant

1.9.8.10 (config)# dot1x max-requth-req

Syntax: (config)# dot1x max-reauth-req <value>

Explanation: The maximum number of times the switch transmits an EAPOL Request Identity frame without receiving
aresponsebeforeaddingaporttothe GuestVLAN. Thevalue canonlybechangedwhenthe GuestVLANoptionis
globally enabled. The range is 1 — 255.

Parameters:
<value:1-255>: Specify a value between 1 and 255.

Negation: (config)# no dot1x max-reauth-req

1.9.8.11 (config-if)# dot1x port-control

Syntax: (config-if)# dot1x port-control { force-authorized | force-unauthorized | auto | single | multi | mac-based }
Parameters:

{force-authorized | force-unauthorized | auto | single | multi | mac-based }: Specify one of the authentication
modes on the selected interfaces. This setting works only when NAS is globally enabled. The following modes are
available:

force-authorized: Inthis mode, the switch will send one EAPOL Success frame whenthe portlink comes up,
and any client on the port will be allowed network access without authentication.

force unauthorized: Inthis mode, the switch willsend one EAPOL Failure frame when the portlink comes
up, and any client on the port will be disallowed network access.

auto (Port-Based 802.1X): This mode requires a dot1x-aware client to be authorized by the authentication
server. Clients that are not dot1x-aware will be denied access.

single (802.1X): In Single 802.1X, at most one supplicant can get authenticated on the port atatime. Normal
EAPOL frames are used inthe communication between the supplicantand the switch. [f more thanone
supplicantis connected to a port, the one thatcomes firstwhenthe port's link comes up will be the firstone
considered. Ifthat supplicantdoesn't provide valid credentials within a certain amount oftime, another
supplicantwillgetachance. Onceasupplicantis successfully authenticated, only that supplicantwillbe
allowed access. This is the most secure of all the supported modes. In this mode, the “Port Security” module
is used to secure a supplicant's MAC address once successfully authenticated.

multi (802.1X): In Multi 802.1X, one or more supplicants can get authenticated on the same port at the
same time. Each supplicant is authenticated individually and secured in the MAC table using the “Port
Security” module.
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mac-based: Unlike port-based 802.1X, MAC-based authenticationdonottransmitorreceive EAPOL frames.
InMAC-based authentication, the switchacts asthe supplicantonbehalfofclients. Theinitialframe (any
kind offrame)sentbyaclientissnoopedbythe switch, whichinturn usesthe client's MACaddressasboth
username and password inthe subsequent EAP exchange withthe RADIUS server. The 6-byte MAC address
is converted to astring on the following form "xx-xx-xx-xx-xx-xx", thatis, adash (-) is used as separator
between the lower-cased hexadecimal digits. The switch only supports the MD5-Challenge authentication
method, so the RADIUS server must be configured accordingly.

Example: Set Gigabit Ethernt port 1-10’s admin state to “auto”

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# dotlx port-control auto

Negation: (config-if}# no dot1x port-control

1.9.8.12 (config-if)# dot1x guest-vian

Syntax: (config-if)# dot1x guest-vlan
Explanation: Enable the guest VLAN on the selected interfaces.
Parameters: None.

Example: Enable guest VLAN on port 1-10.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# dotlx guest-vlan

Negation: (config-if}# no dot1x guest-vlan

1.9.8.13 (config-if)# dot1x radius-qos

Syntax: (config-if)# dot1x radius-qos
Explanation: Enable RADIUS Assigned QoS on the selected interfaces.
Parameters: None.

Example: Enable RADIUS Assigned QoS on port 1-10.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# dotlx radius-gos

Negation: (config-if}# no dot1x radius-qos
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1.9.8.14 (config-if)# dot1x radius-vlan

Syntax: (config-if)# dot1x radius-vlan
Explanation: Enable RADIUS Assigned VLAN on the selected interfaces.
Parameters: None.

Example: Enable RADIUS Assigned VLAN on port 1-10.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# dotlx radius-vlan

Negation: (config-if}# no dot1x radius-vlan

1.9.8.15 (config-if)# dot1x re-authenticate

Syntax: (config-if)# dot1x re-authenticate

Explanation: Schedules reauthentication to whenever the quiet-period of the port runs out (EAPOL-based
authentication). For MAC-based authentication, reauthentication will be attempted immediately. This command only
has effect for successfully authenticated clients on the port and will not cause the clients to get temporarily
unauthorized.

Show: >showdot1x statistics { eapol | radius | all} [interface (<port_type>[<v_port_type_list>])]
#show dot1x statistics { eapol | radius | all } [interface ( <port_type>[<v_port_type_list>])]

1.9.9 (config-if)# duplex

Syntax: (config-if)# duplex { half | full | auto [ half | full ] }
Explanation: Configure port’s duplex mode.
Parameters:
{ half | full | auto [ half | full ] }: Specify the duplex mode for this specific interface.

Example: Set port 1’s duplex mode to auto.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# duplex auto

Negation: (config-if}# no duplex

Show: > show interface ( <port_type>[<v_port_type_list>]) status
# show interface ( <port_type>[<v_port_type_list>]) status
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1.9.10 (config)# enable

1.9.10.1 (config)# enable password
Syntax: (config)# enable password <password>
Explanation: Configure enable password.
Parameters:

password <password>: Specify the enable mode password.

1.9.10.2 (config)# enable password level

Syntax: (config)# enable password [level <priv: 1-15>] <password>
Explanation: Configure enable password and privilege level.
Parameters:
[level <priv: 1-15>]: Specify the privilege level for this password.
<password>: Specify the enable mode password.

Negation: (config)# no enable password [ level <priv> ]

1.9.10.3 (config)# enable secret

Syntax: (config)# enable secret {0 | 5} [ level <priv: 1-15> ] <password>

Parameters:
{0]5}: Specify“0”"todenote unencrypted secret(cleartext). Specify “5”todenote encrypted secret(MD5).
[level <priv: 1-15>]: Specify the privilege level for this password.
<password>: Specify the enable mode password.

Explanation: Configure enable secret password and privilege level.

Negation: (config)# no enable secret {[0 | 5]} [ level <priv>]

1.9.11 (config-if)# excessive-restart

Syntax: (config-if)# excessive-restart

Explanation: Restartbackoffalgorithm after 16 collisions (No excessive-restart means discard frames after 16
collisions.)

Negation: (config-if}# no excessive-restart

Show: > show interface ( <port_type>[<v_port_type_list>]) status
# show interface ( <port_type> [ <v_port_type_list>]) status
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1.9.12 (config-if)# flowcontrol { on | off }

Syntax: (config-if)# flowcontrol { on | off }
Explanation: Enable or disable flow confrol for this specific interface.
Parameters:
{on | off }: Enable or disable flow control.
Negation: (config-if)# no flowcontrol

Show: > show interface ( <port_type>[<v_port_type_list>]) status
# show interface ( <port_type>[ <v_port_type_list>]) status
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1.9.13 (config)# hostname

Syntax: (config)# hosthame <WORD>

Explanation: Specify a descriptive name for this switch.

Parameters:
<WORD32>: Specify a descriptive name for this device. Indicate the hostname for this device. Alphabets (A-Z; a-z),
digits (0-9)and minus sign(-)canbeused.However, space charactersarenotallowed. Thefirstcharactermust
be an alphabet character. The first and last character must not be a minus sign. The allowed string length is 0 —

255.

Example: Set the hostname to AccessSW.

# config t
(config)# hostname AccessSW
AccessSW (Config) #

Negation: (config)# no hostname

Show: > showversion
#showversion
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1.9.14 (config)# interface
1.9.14.1(config)# interface ( <port_type> [ <plist> ] )
Syntax: (config)# interface ( <port_type> [ <plist>])
Explanation: Enter Config Interface mode for this specific interface.
Parameters:

<port_type> [ <plist> ]: Specify the port type and port number.

Example: Enter Config Interface mode for Gigabit Ethernet port 1.

# config t

(config)#

(config)# interface GigabitEthernet 1/1
(config-if)#

Show: > show interface ( <port_type> [ <in_port_list>] ) switchport [ access | trunk | hybrid ]
> show interface ( <port_type> [ <v_port_type_list>] ) capabilities
> show interface ( <port_type> [ <v_port_type_list>] ) statistics [ { packets | bytes | errors | discards |filtered |
{ priority [ <priority_v_0_to_7>1}}1[{up | down}]
> show interface ( <port_type> [ <v_port_type_list>]) status
> show interface ( <port_type> [ <v_port_type_list>]) veriphy
> show interface vlan [ <vlist> ]

#showinterface (<port_type>[<in_port_list>])switchport[access | trunk | hybrid]
# show interface ( <port_type>[<v_port_type_list>]) capabilities

# show interface ( <port_type> [ <v_port_type_list> ] ) statistics [ { packets | bytes | errors | discards |filtered |
{ priority [ <priority_v_0_to 7>]}}]1[{up | down}]

# show interface ( <port_type>[<v_port_type_list>]) status #
show interface ( <port_type> [ <v_port_type_list>]) veriphy #
show interface vlan [ <vlist> ]

Clear: # clear statist9000 { [ interface ] ( <port_type> [ <v_port_type_list>])}

1.9.14.2 (config)# interface vian

Syntax: (config)# interface vlan <vlist>
Explanation: Enter Config Interface VLAN mode for this specific interface.

Example: Enter Config Interface VLAN 1 for port 1.

# config t

(config)#

(config)# interface vlan 1
(config-if-vlan)#
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1.9.15 (config)# ip

1.9.15.1 (config)# ip dhcp excluded-address

Syntax: (config)# ip dhcp excluded-address <low_ip> [ <high_ip> ]
Parameters:

<low_ip> [ <high_ip> ]: Specify the IP address range that will not be used for DHCP IP assignment.

Explanation: Configure IP addresses that are not used for DHCP IP allocation.

Example: Exclude IP address 1.2.3.4 to 1.2.3.10 from DHCP IP allocation pool..

# config t
(config)# ip dhcp excluded-address 1.2.3.4 1.2.3.10
(config)# exit

# show ip dhcp excluded-address
Low Address High Address

Negation: (config)# no ip dhcp excluded-address <low_ip> [ <high_ip> ]

Show: # show ip dhcp excluded-address

1.9.15.2 (config)# ip dhcp pool

Syntax: (config)# ip dhcp pool <pool_name>
Parameters:

<pool_name>: Specify the DHCP pool name in 32 characters.
Explanation: Configure the pool name for DHCP IP addresses.
Negation: (config)# no ip dhcp pool <pool_name>

Show: # show ip dhcp pool

1.9.15.3 (config)# ip dhcp relay

Syntax: (config)# ip dhcp relay
Explanation: Enable DHCP relay function.

Example: Enable DHCP relay function.

# config t
(config)# ip dhcp relay
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Negation: (config)# no ip dhcp relay

Show: >show ip dhcp relay [statistics]
# show ip dhcp relay [statistics]

Clear: # clear ip dhcp relay statistics
1.9.15.4 (config)#ip dhcp relay information circuit-id format

Syntax: (config)# ip dhcp relay information circuit-id format { standard | tr101 | alias }
Parameters:
{ standard | tr101 | alias }: Specify the DHCP relay circuit ID format.
standard: Used for defining the switch port and VLAN ID according to RFC 3046.
tr-101: Used for defining the switch IP, switch portand VLAN ID according to TR-101.
alias: Use the individual values for port Alias.
Explanation: Specify the appropriate circuit ID format.

Negation: (config)# no ip dhcp relay information circuit-id format

1.9.15.5 (config)# ip dhcp relay information option

Syntax: (config)# ip dhcp relay information option

Explanation: Enable DHCP Relay option 82 function. Please note that “Relay Mode” must be enabled before this
function is able to take effect.

Example: Enable DHCP Relay option 82 function

# config t
(config)# ip dhcp relay information option

Negation: (config)# no ip dhcp relay information option

1.9.15.6 (config)# ip dhcp relay information policy {drop | keep |replace}

Syntax: (config)#ipdhcprelayinformationpolicy{drop | keep |replace}
Explanation: Specify DHCP Relayinformationreforwarding policy action.
Parameters:
{drop | keep | replace }: Specify one of the relay information policy options.
drop: Drop the packet when it receives a DHCP message that already contains relay information.
keep: Keep the client’'s DHCP information.

replace: Replace (rewrite) the DHCP client packet information with the switch’s relay information. This is the
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default setting.

Example: Keep the client's DHCP information.

# config t
(config)# ip dhcp relay information policy keep

Negation: (config)# no ip dhcp relay information policy

1.9.15.7 (config)# ip dhcp relay information remote-id

Syntax: (config)# ip dhcp relay information remote-id <v_line63>
Parameters:
<v_line63>: Specify remote ID string.
Explanation: Specify the remoted ID inserted in DHCP Relay information option.
Negation: (config)# no ip dhcp relay information remote-id

Show: # show ip dhcp relay

1.9.15.8 (config)#ip dhcp relay information remote-id format

Syntax: (config)# ip dhcp relay information remote-id format { none | mac | configured }
Parameters:

{none |mac| configured }: Specify remote ID format.

none: Sub-option 2 is not used.

mac: Add MAC address to Option 82 information.

configured: Use the desire remote ID format.
Explanation: Specify the remoted ID format inserted in DHCP Relay information option.
Negation: (config)# no ip dhcp relay information remote-id format

Show: # show ip dhcp relay

1.9.15.9 (config)# ip dhcpserver

Syntax: (config)# ip dhcp server
Explanation: Enable DHCP server function globally.

Example: Enable DHCP server function.

# config t
(config)# ip dhcp server
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Negation: (config)# no ip dhcp server

Show: >showipdhcpserver
#show ip dhcp server

1.9.15.10 (config-if)# dhcp ip-port-binding
Syntax: (config)# interface gigabitethernet 1/1
(config-if}# dhcp ip-port-binding
Explanation: Setting DHCP IP Port binding function , let DHCP Server by port Assign specified IP Address . .

Example: Setting interface Gl 1/1 Binding IP Address = 192.168.10.101

# config t
(config)# interface GigabitEthernet 1/1
(Config-if)# dhcp ip-port-binding 192.168.10.101

Negation: (config-if}# no ip-port—Binding 192.168.10.101

Show: # show ip dhcp server binding

1.9.15.11 (config)# ip helper-address

Syntax: (config)# ip helper-address <v_ipv4_ucast>
Explanation: Configure DHCP Relay server IPv4 address.
Parameters:
<v_ipv4_ucast>: Specify DHCP Relay server IPv4 address that is used by the switch’s DHCP relay agent

Negation: (config)# no ip helper-address

1.9.15.12 (config)# ip http secure-server

Syntax: (config)# ip hitp secure-server

Explanation: Enablethe HTTPS operation mode. Whenthe currentconnectionisHTTPSandHTTPS mode operationis
disabled, web browser will automatically redirect to an HTTP connection.

Example: Enable the HTTPS operation mode.

# config t
(config)# ip http secure-server

Negation: (config)#no ip http secure-server

Show: # show ip http server secure status
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1.9.15.13 (config)# ip http secure-redirect

Syntax: (config)# ip hitp secure-redirect

Explanation: Enable the HTTPS redirect mode operation. It applies only if HTTPS mode is "Enabled". Automatically
redirects HTTP of web browsertoan HTTPS connection when both HTTPS mode and Automatic Redirect are enabled.

Example: Enable HTTPs automatic redirect mode.

# config t
(config)# ip http secure-redirect

Negation: (config)# no ip http secure-redirect

Show: # show ip http server secure status

1.9.15.14 (config)# ip igmp host-proxy

Syntax: (config)# ip igmp host-proxy [ leave-proxy ]
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Explanation: When enabled, the switch suppresses leave messages unless received from the last member port in the
group. IGMP leave proxy suppresses all unnecessary IGMP leave messages so that a non-querier switch forwards an
IGMP leave packet only when the last dynamic member port leaves a multicast group.
Parameters:

[leave-proxy]: The parameter is optional. Enable leave-proxy function.

Negation: (config)# no ip igmp host-proxy [leave-proxy]

Show: # show ip igmp snooping detail

1.9.15.15 (config)# ip igmp snooping

Syntax: (config)# ip igmp snooping

Explanation: Globally enable IGMP Snooping feature. When enabled, this device will monitor network traffic and
determine which hosts will receive multicast traffic. The switch can passively monitor or snoop on IGMP Query and
Report packets transferred between IP multicast routers and IP multicast service subscribers to identify the multicast
group members. The switch simply monitors the IGMP packets passing through it, picks out the group registration
information and configures the multicast filters accordingly.

Negation: (config)# no ip igmp snooping

Show: # show ip igmp snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>])][ sfm-information ]][ detail ]

Clear: # clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

1.9.15.16 (config)# ip igmp snooping vlan

Syntax: (config)# ipigmp snooping vlan<v_vlan_list>
Explanation: Enable IGMP function for specific VLANs.
Parameters:

<v_vlan_list>: Specify valid IGMP VLANs.
Negation: (config)# no ip igmp snooping vlan [ <v_vlan_list> ]
Show: # show ip igmp snooping

Clear: # clear ip igmp snooping [ vlan <v_vlan_list> ] statistics

1.9.15.17 (config)# ip igmpssm-range

Syntax: (config)# ip igmp ssm-range <v_ipv4_mcast> <ipv4_prefix_length>
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Explanation: SSM (Source-Specific Multicast) Range allows the SSM-aware hosts and routers run the SSM service
model for the groups in the address range.

Parameters:
<v_ipv4_mcast>: Specify valid IPv4 multicast address.
<ipv4_prefix_length>: Specify the prefix length ranging from 4 to 32.

Negation: (config)# no ip igmp ssm-range

1.9.15.18 (config)# ip igmp unknown-flooding

Syntax: (config)# ip igmp unknown-flooding
Explanation: Set forwarding mode for unregistered (not-joined) IP multicast traffic. Select the checkbox to flood traffic.

Negation: (config)# no ip igmp unknown-flooding

1.9.15.19 (config)# ip route

Syntax: (config)# ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>
Explanation: Configure a static IP route.
Parameters:

<v_ipv4_addr>: Specify IPv4 address. The IP route is the destination IP network or host address of this route.
Valid format is dotted decimal notation.

<v_ipv4_netmask>: The route mask is a destination IP network or host mask, in number of bits (prefix length). It
defines how much of a network address that must match, in order to qualify for this route. Only a defaultroute
will have a mask length of 0 (as it will match anything).
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<v_ipv4_gw>: Thisis the IP address of the gateway. Valid format is dotted decimal notation. Gateway and
Network must be of the same type.

Example: Add a new ip route with the following settings.

# config t
(config)# ip route 192.168.1.240 255.255.255.0 192.168.1.254

Negation: (config)# no ip route <v_ipv4_addr> <v_ipv4 netmask> <v_ipv4_ gw>

Show: >showip route
#showiproute

1.9.15.20 (config)# ip ssh

Syntax: (config)# ip ssh
Explanation: Enable SSH mode.

Example: Enable SSH mode.

# config t
(config)# ip ssh

Negation: (config)# no ip ssh

Show: # show ip ssh

NOTE: SSHispreferredto Telnet, unlessthe management network istrusted. Telnet passes authentication credentials
inplain text, making those credentials susceptible to packet capture and analysis. SSH provides a secure authentication
method. The SSH in this device uses version 2 of SSH protocol.

1.9.15.21 (config)# ip verify source

Syntax: (config)# ip verify source
Explanation: Enable IP source guard function.
Negation: (config)# no ip verify source

Show:>showipverify source[interface (<port_type>[<in_port_type_list>])]
#show ip verify source[interface (<port_type>[<in_port_type_list>])]

1.9.15.22 (config-if)# ip dhcp relay information subscriber-id

Syntax: (config-if)# ip dhcp relay information subscriber-id <v_line63>

Explanation: Use this command to configure DHCP Option 82 subscriber ID on a per port basis.
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Parameters:
<v_line63>: Specify DHCP Option 82 suboption 6 (subscriber ID).

Show: > show ip dhcp relay [ statistics ]
#showipdhcprelay[statistics]

1.9.15.23 (config-if-vian)# ip address

Syntax: (config-if-vlan)# ip address { { <address> <netmask> } | { dhcp [ fallback <fallback_address>
<fallback_netmask> [ timeout <fallback_timeout>]]}}

Explanation: Configure IPv4 address for this VLAN interface.
Parameters:
<address> <netmask>: Specify IPv4 address and subnet mask.

dhcp[fallback <fallback address> <fallback_netmask>[timeout <fallback_timeout>]]: Use DHCP serverto
automatically assign IPaddress.

fallback <fallback_address> <fallback_netmask>: specify Fallback IP address and subnet mask.
timeout <fallback_timeout>: Specify Fallback timeout value.
Negation: (config-if-vlan)# no ip address

Show: > show ip interface brief
#showipinterface brief

1.9.15.24 (config-if-vian)# ip dhcp server

Syntax: (config-if-vlan)# ip dhcp server
Explanation: Eanble DHCP server on this specific VLAN.
Negation: (config-if-vlan)# no ip dhcp server

Show: >showipdhcpserver
#show ip dhcp server

1.9.15.25 (config-if-vlan)# ip igmpsnooping

Syntax: (config-if-vlan)# ip igmp snooping
Explanation: Eanble IGMP Snooping on this specific VLAN.
Negation: (config-if-vlan)# no ip igmp snooping

Show: >showipstatistics[system][interfacevlan<v_vlan_list>][icmp][icmp-msg<type>]
#showipstatistics[system][interfacevlan<v_vlan_list>][icmp][icmp-msg<type>]
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1.9.15.26 (config-if-vlan)# ip igmp snooping compatibility

Syntax: (config-if-vlan)#ipigmp snooping compatibility{auto | v1|v2|v3}
Explanation: Configure IGMP Snooping version usedforthis specific VLAN.
Parameters:
{auto|v1]v2|v3}: Specify one ofthe IGMP Snooping options.

auto: Compatible with Version 1, Version 2, and Version 3.

v1: Compatible with IGMP version 1.

v2: Compatible with IGMP version 2.

v3: Compatible with IGMP version 3.

Negation: (config-if-vlan)# no ip igmp snooping compatibility

1.9.15.27 (config-if-vlan)#ip igmp snooping last-member-query-interval

Syntax: (config-if-vlan)# ip igmp snooping last-member-query-interval <ipmc_Imgi>

Explanation: LMQI stands for Last Member Query Interval and is to configure the maximum time to wait for
IGMP/MLD report memberships on a receiver port before removing the port from multicast group membership. The
allowed range is 0~31744 tenths of a second.

Parameters:

<ipmc_Imaqi: 0-31744>: Specify LMQI (Last Member Query Interval) value.

Negation: (config-if-vlan)# no ip igmp snooping last-member-query-interval

1.9.15.28 (config-if-vlan)# ip igmp snooping priority

Syntax: (config-if-vlan)# ip igmp snooping priority <cos_priority>

Explanation: Specify the priority for transmitting IGMP/MLD control frames. By default, priority is setto 0. Allowed
priority values is 0 -7.

Parameters:
<cos_priority: 0-7>: Specify COS for this specific VLAN. The valid range is 0 to 7.

Negation: (config-if-vlan)# no ip igmp snooping priority



L2/L3 Feture Command-Line Guide ORing Industrail Networking

1.9.15.29 (config-if-vian)# ip igmp snooping querier

Syntax: (config-if-vlan)# ip igmp snooping querier { election | address <v_ipv4_ucast> }
Parameters:

{election|address <v_ipv4_ucast>}: Electthe IGMP Snooping querier or use the specified IPv4 unicast address
as aquerier.

Explanation: Elect or specify IGMP Snooping querier IP address.

Negation: (config-if-vlan)# no ip igmp snooping querier { election | address }

1.9.15.30 (config-if-vian)#ip igmp snooping query-interval

Syntax: (config-if-vlan)# ip igmp snooping query-interval <ipmc_qi>
Explanation: Specify IPMC Query interval value.
Parameters:
<ipmc_qi: 1-31744>: Specify IPMC Query interval value. The valid value is 1~31744.

Negation: (config-if-vlan)# no ip igmp snooping query-interval

1.9.15.31 (config-if-vlan)#ip igmp snooping query-max-response-time

Syntax: (config-if-vlan)# ip igmp snooping query-max-response-time <ipmc_qri>
Explanation: Specify IPMC Query Response time value.
Parameters:

<ipmc_qri>: Specify IPMC Query Response time value. The valid value is 1~31744.

Negation: (config-if-vlan)# no ip igmp snooping query-max-response-time

1.9.15.32 (config-if-vian)# ip igmp snooping robustness-variable

Syntax: (config-if-vlan)# ip igmp snooping robustness-variable <ipmc_rv>

Explanation: The robustness variable (RV) allows tuning for the expected packetloss on a subnet. Ifa subnetis
susceptible to packetloss, this value can be increased. The RV value must not be zero and should notbe one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmc_rv: 1-255>: Specify IPMC Robustness Variable value. The valid value is 1~255.
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Negation: (config-if-vlan)# no ip igmp snooping robustness-variable

1.9.15.33 (config-if-vlan)#ip igmp snooping unsolicited-report-interval

Syntax: (config-if-vlan)# ip igmp snooping unsolicited-report-interval <ipmc_uri>

Explanation: The Unsolicited ReportIntervalisthe amountoftime thatthe upstreaminterface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed range for URIis 0-31744
seconds.

Parameters:

<ipmc_uri: 0-31744>: Specify Unsolicited Report Interval value. The valid value is 0~31744.

Negation: (config-if-vlan)# no ip igmp snooping unsolicited-report-interval

1.9.15.34 (config-if-vian)# ipv6 address

Syntax: (config-if-vlan)# ipv6 address <subnet>
Explanation: Configure IPv6 address for this VLAN interface.
Parameters:
<subnet>: Specify IPv6 address in X:X:X:X::X/<0-128> format.
Negation: (config-if-vlan)# no ipv6 address [ <ipv6_subnet> ]
Show: > show ip interface brief
>showipv6interface[vlan<v_vlan_list>{brief| statistics}]

# show ip interface brief
# show ipv6 interface [ vlan <v_vlan_list> { brief | statistics } ]

1.9.15.35 (config-if-vian)# ipv6 midsnooping

Syntax: (config-if-vlan)# ipv6 mid snooping
Explanation: Eanble MLD (Multicast Listener Discovery) Snooping on this specific VLAN.
Negation: (config-if-vlan)# no ipv6 mld snooping

Show:>showipv6 statistics[system][interfacevlan<v_vlan_list>][icmp][icmp-msg<type>]
#showipv6 statistics[system][interfacevlan<v_vlan_list>][icmp][icmp-msg <type>]

1.9.15.36 (config-if-vlan)#ipv6 mld snooping compatibility

Syntax: (config-if-vlan)# ipv6 mld snooping compatibility { auto | v1 |v2}

Explanation: Configure MLD Snooping version used for this specific VLAN.
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Parameters:
{auto | v1 | v2 | v3}: Specify one of the MLD Snooping options.
auto: Compatible with Version 1, Version 2.
v1: Compatible with MLD version 1.
v2: Compatible with MLD version 2.

Negation: (config-if-vlan)# no ipv6 mld snooping compatibility

1.9.15.37 (config-if-vlan)#ipv6 mid snooping last-member-query-interval

Syntax: (config-if-vlan)# ipv6 mld snooping last-member-query-interval <ipmc_Imgqi>

Explanation: LMQI stands for Last Member Query Interval and is to configure the maximum time to wait for
IGMP/MLD report memberships on a receiver port before removing the port from multicast group membership. The
allowed range is 0~31744 tenths of a second.

Parameters:

<ipmc_Imqi: 0-31744>: Specify LMQI (Last Member Query Interval) value.

Negation: (config-if-vlan)# no ipv6 mld snooping last-member-query-interval

1.9.15.38 (config-if-vian)# ipv6 mld snooping priority <cos_priority>

Syntax: (config-if-vlan)# ipv6 mld snooping priority <cos_priority>

Explanation: Specify the priority for transmitting IGMP/MLD control frames. By default, priority is set to 0. Allowed
priority values is 0 -7.

Parameters:
<cos_priority: 0-7>: Specify COS for this specific VLAN. The valid range is 0 to 7.

Negation: (config-if-vlan)# no ipv6 mld snooping priority

1.9.15.39 (config-if-vlan)# ipv6 mld snooping querier election

Syntax: (config-if-vlan)# ipv6 mld snooping querier election
Explanation: Enable MLD Snooping querier election function.

Negation: (config-if-vlan)#no ipv6 mld snooping querier election
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1.9.15.40 (config-if-vian)# ipv6 mld snooping query-interval <ipmc_qi>

Syntax: (config-if-vlan)# ipv6 mld snooping query-interval <ipmc_qi>
Explanation: Specify MLD Query interval value.
Parameters:
<ipmc_qi: 1-31744>: Specify IPMC Query interval value. The valid value is 1~31744.

Negation: (config-if-vlan)# no ipv6 mld snooping query-interval

1.9.15.41 (config-if-vian)#ipv6 mld snooping query-max-response-time <ipmc_qri>

Syntax: (config-if-vlan)# ipv6 mld snooping query-max-response-time <ipmc_qri>
Explanation: Specify MLD Query Response time value.
Parameters:

<ipmc_gqri>: Specify MLD Query Response time value. The valid value is 1~31744.

Negation: (config-if-vlan)# no ipv6 mid snooping query-max-response-time

1.9.15.42 (config-if-vian)# ipv6 mld snooping robustness-variable <ipmc_rv>

Syntax: (config-if-vlan)# ipv6 mld snooping robustness-variable <ipmc_rv>

Explanation: The robustness variable (RV) allows tuning for the expected packetloss on a subnet. Ifa subnetis
susceptible to packet loss, this value can be increased. The RV value must not be zero and should not be one. The
value should be 2 or greater. By default, it is set to 2.

Parameters:

<ipmc_rv: 1-255>: Specify IPMC Robustness Variable value. The valid value is 1~255.

Negation: (config-if-vlan)# no ipv6 mld snooping robustness-variable

1.9.15.43 (config-if-vian)#ipv6 mld snooping unsolicited-report-interval <ipmc_uri>

Syntax: (config-if-vlan)# ipv6 mld snooping unsolicited-report-interval <ipmc_uri>

Explanation: The Unsolicited ReportIntervalisthe amountoftime thatthe upstreaminterface should transmit
unsolicited IGMP reports when report suppression/proxy reporting is enabled. The allowed range for URlis 0-31744
seconds.

Parameters:

<ipmc_uri: 0-31744>: Specify Unsolicited Report Interval value. The valid value is 0~31744.

Negation: (config-if-vlan)# no ipv6 mld snooping unsolicited-report-interval
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1.9.16 (config)# ipmc
1.9.16.1 (config)# ipmc profile
Syntax: (config)# ipmc profile
Explanation: Enable IPMC (IP multicast) profile globally.
Negation: (config)# no ipmc profile

Show: # show ipmc profile

1.9.16.2 (config)# ipmc profile <profile_name>

Syntax: (config)# ipmc profile <profile_name>
Parameters:

<profile_name: word16>: Specify the desired profile name in 16 characters. When entered is pressed, the
command will change to (config-ipmc-profile)#.

Explanation: Set up an IPMC profile.

Example: Create an IPMC profile named “goldpass”.

# config t
(config)# ipmc profile goldpass
(config-ipmc-profile) #

Negation: (config)#noipmc profile <profile_name>

Show: # show ipmc profile [ <profile_name> ] [ detail ]

1.9.16.3 (config)# ipmc range

Syntax: (config)#ipmcrange <entry_name>{<v_ipv4_mcast>[<v_ipv4_mcast_1>]|<v_ipv6_mcast>
[ <v_ipv6_mcast_1>1}

Explanation: Specify the multicast IP range. The available IP range is from 224.0.0.0~239.255.255.255.
Parameters:
<entry_name>: The name used in specifying the address range.

{<v_ipv4_mcast>[<v_ipv4_mcast_1>]|<v_ipv6_mcast>[<v_ipv6_mcast_1>]}: Specify the multicastIP range.
The available IP range is from 224.0.0.0~239.255.255.255.

Negation: (config)# no no ipmc range <entry_name>

Show: # show ipmc profile [ <profile_name> ] [ detail ]
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1.9.16.4 (config-ipmc-profile)# defaultrange

Syntax: (config-ipmc-profile)# default range <entry _name>
Parameters:

<entry_name: word16>: Specify an entry name in 16 characters for this IPMC profile.
Explanation: To set default IPMC Profile Rule for a specific IPMC Profile.

Example: To default IPMC Profile Rule (Entry 1) for specific IPMC Profile.

# config t
(config)# ipmc profile goldpass
(config-ipmc-profile)# default range 1

Negation: (config-ipmc-profile)# no range <entry_name>

Show: # show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

1.9.16.5 (config-ipmc-profile)# description

Syntax: (config-ipmc-profile)# description <profile_desc>
Parameters:

<profile_desc: line 64>: Additional description for the designated profile in 64 characters.
Explanation: Specify descriptive information for the designated profile.

Example: Provide descriptive information for IPMC profile goldpass.

# config t
(config)# ipmc profile goldpass
(config-ipmc-profile)# description lstclasscustomer

Negation: (config-ipmc-profile)# no description

Show: # show ipmc profile
#show ipmc profile [ <profile_name> ][ detail ]
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1.9.16.6 (config-ipmc-profile)# range

Syntax: (config-ipmc-profile}# range <entry_name> { permit | deny } [ log ] [ next <next_entry> ]
Parameters:
<entry_name>: Specifyanentryname.

{ permit | deny }: Specify the action taken upon receiving the Join/Report frame that has the group address
matches the address range of the rule.

Permit: Group address matches the range specified in the rule will be learned.
Deny: Group address matches the range specified in the rule will be dropped.
[log ]: Log when matching
[next<next_entry>]: Specify nextentry used in profile
Explanation: To setaction of an entry for a specific IPMC profile.
Negation: (config-ipmc-profile)#norange <entry_name>

Show: # show ipmc profile
#show ipmc profile [ <profile_name> ] [ detail ]

1.9.17 (config)# ipv6 mid host-proxy
1.9.17.1 (config)# ipv6 midhost-proxy

Syntax: (config)# ipv6 mld host-proxy

Explanation: Enable IPv6 MLD proxy. When MLD proxy is enabled, the switch exchanges MLD messages with the
routeronitsupstreaminterface,and performsthe hostportion ofthe MLD task onthe upstreaminterface as follows:

® When queried, it sends multicast listener reports to the group.

® \When a host joins a multicast group to which no other host belongs, it sends unsolicited multicast listener
reports to thatgroup.

® When the last host in a particular multicast group leaves, it sends an unsolicited multicast listener done
report to the all-routers address (FF02::2) for MLDv1.

Example: Enable IPv6 MLD Proxy.

# config t
(config)# ipv6 mld host-proxy
(config) #

Negation: (config)# no ipv6 mlid host-proxy

Show: > show ipv6 mld snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>])][ sfm-information ]][ detail ]
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# show ipv6 mid snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

1.9.17.2 (config)# ipv6 mid host-proxy leave-proxy

Syntax: (config)# ipv6 mld host-proxy leave-proxy

Explanation: Enable IPv6 MLDleave proxy. To preventmulticastrouterfrombecomingoverloaded withleave
messages, MLD snooping suppresses leave messages unless received fromthe lastmember portinthe group. When
the switch acts as the querier, the leave proxy feature will not function.

Example: Enable IPv6 MLD leave proxy.

# config t
(config)# ipv6 mld host-proxy leave-proxy
(config) #

Negation: (config)# no ipv6 mld host-proxy leave-proxy

Show: > show ipv6 mld snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>])][ sfm-information ]][ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_list> ][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

1.9.17.3 (config)# ipv6 midsnooping

Syntax: (config)# ipv6 mld snooping

Explanation: Enable MLD Snoopingfeature globally. Whenenabled, thisdevice willmonitornetworktrafficand
determinewhich hosts would like toreceive multicasttraffic. The switch can passively monitor orsnoop on MLD
Listener Query and Report packets transferred between IP multicast routers and IP multicast service subscribers to
identify the multicast group members. The switch simply monitors the IGMP packets passing through it, picks out the
group registration information and configures the multicast filters accordingly.

Example: Enable IPv6 MLD snooping.

# config t
(config)# ipvé mld snooping
(config) #

Negation: (config)# no ipv6 mld snooping

Show: > show ipv6 mld snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
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1.9.17.4 (config)# ipv6 mid snooping vilan

Syntax: (config)# ipv6 mld snooping vlan <v_vlan_list>
Parameters:
<v_vlan_list>: Specify VLAN ID for MLD.
Negation: (config)# no ipv6 mid snooping vlan [ <v_vlan_list> ]
Show: > show ipv6 mld snooping [vlan <v_vlan_list>][group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>])][ sfm-information ]][ detail ]

# show ipv6 mld snooping mrouter [ detail ]

Clear: # clear ipv6 mld snooping [ vlan <v_vlan_list> ] statistics

1.9.17.5 (config)# ipv6 mldssm-range

Syntax: (config)# ipv6 mld ssm-range <v_ipv6_mcast> <ipv6_prefix_length>
Parameters:
<v_ipv6_mcast>: Specify valid IPv6 mluticast address.
<ipv6_prefix_length>: Specify prefix length range from 8 to 128.

Explanation: Specify SSM (Source-Specific Multicast) Range. This setting allows the SSM-aware hosts and routers run
the SSM service model for the groups in the address range.

Example: Configure MLD SSM with the ff3e::7728/128 settings.

# config t
(config)# ipv6 mld ssm-range ff3e::7728 128

Negation: (config)# no ipv6 mld ssm-range
Show: > show ipv6 mld snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

# show ipv6 mid snooping [ vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

1.9.17.6 (config)# ipv6 mld unknown-flooding

Syntax: (config)# ipv6 mld unknown-flooding
Explanation: Enable forwarding mode for unregistered (not-joined) IP multicast traffic.

Example: To flood unregistered IPv6 multicast traffic
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# config t
(config)# ipv6 mld unknown-flooding

Negation: (config)# no ipv6 mid unknown-flooding

Show: > show ipv6 mld snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>])][ sfm-information ]] [ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_list>] [ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mld snooping mrouter [ detail ]

1.9.17.7 (config)# ipv6 route

Syntax: (configure)# ipv6 route <v_ipv6_subnet> { <v_ipv6_ucast> |interface vlan <v_vlan_id> <v_ipv6_addr> }
Parameters:
<v_ipv6_subnet>: Specify IPv6 route address.

{<v_ipv6_ucast>|interface vlan <v_vlan_id><v_ipv6_addr>}: Specify one of the options. This could be either
IPv6 next hop unicast address or an interface.

Explanation: Configure a static IPv6 route.
Negation: (config)# no ipv6 route <v_ipv6_subnet> { <v_ipv6_ucast> | interface vlan <v_vlan_id> <v_ipv6_addr>}

Show: # show ipv6 route [ interface vlan <v_vlan_list> ]

1.9.17.8 (config-if)#ipv6 mid snooping filter

Syntax: (config-if)# ipv6 mld snooping filter <profile_name>
Explanation: Use this command to filter specific multicast traffic on a per port basis.
Parameters:

<profile_name>: Specify the configured multicast groups that are denied on a port. When a certain multicast
group is selected on a port, IGMP join reports received on a port are dropped.

Negation: (config-if}# no ipv6 mld snooping filter

Show: > show ipv6 mld snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mid snooping [ vlan <v_vlan_list>][ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
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1.9.17.9 (config-if)# ipv6 mld snooping immediate-leave

Syntax: (config-if)# ipv6 igmp snooping immediate-leave

Explanation: Enable fastleave function on a specific port. When a leave packet is received, the switch immediately
removes it from a multicast service without sending an IGMP group-specific (GS) query to thatinterface.

Negation: (config-ifj# noipv6 mid snoopingimmediate-leave

Show: > show ipv6 mld snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_list>] [ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

1.9.17.10 (config-if)# ipv6 mid snooping max-groups

Syntax: (config-if)# ip igmp snooping max-groups <throttling>
Explanation: Specify the maximum number of multicast groups that a port can join at the same time.
Parameters:

<throttling>: Thisfield limits the maximum number of multicastgroupsthata portcanjoinatthe sametime.
Whenthe maximumnumberisreached onaport,any new IGMPjoin reports willbe dropped. By default,
unlimited is selected. The allowed range can be specifiedis 1to 10.

Negation: (config-if}# no ipv6 mid snooping max-groups

Show: > show ipv6 mld snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mld snooping [ vlan <v_vlan_list>] [ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]

3. 9.19.11 (config-i)# ipv6 mid snooping mrouter

Syntax: (config-if }#ipv6 mld snooping mrouter

Explanation: Set this interface to Router port. If IGMP snooping cannot locate the IGMP querier, you can manually
designateaportwhichisconnectedtoaknown|GMP querier (i.e.,amulticastrouter/switch). Thisinterface willthen
joinallthe currentmulticastgroups supported by the attachedrouter/switchtoensure thatmulticasttrafficis passed
to all appropriate interfaces within the switch.

Negation: (config-if}# no ipv6 mld snooping mrouter

Show: > show ipv6 mld snooping [vlan <v_vlan_list>][ group-database [interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
> show ipv6 mld snooping mrouter [ detail ]
# show ipv6 mild snooping [ vlan <v_vlan_list>] [ group-database [ interface ( <port_type>
[<v_port_type_list>]) ][ sfm-information ]][ detail ]
# show ipv6 mld snooping mrouter [ detail ]
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1.9.18 (config)# lacp
1.9.18.1 (config)# lacp system-priority

Syntax: (configure)# lacp system-priority <v_1_to 65535>
Parameters:

<v_1_to_65535>: The priority of the port. The allowed value range is from 1 to 65535.

Explanation: Configure system priority for LACP function. The lower number means greater priority. This priority value
controls which ports will be active and which ones will be in a backup role.

Example: Set LACP system priority value to 100.

# config t
(config)# lacp system-priority 100

Negation: (config)# no lacp system-priority <v_1_to_65535>

Show: # show lacp { internal | statistics | system-id | neighbour }

1.9.18.2 (config-if)# lacp

Syntax: (config-if)# lacp
Explanation: Enable LACP on this interface.

Example: Enable LACP on port 1.

# config t

(config) # interface GigabitEthernet 1/1
(config-if)# lacp

(config-if) #

Negation: (config-if}# no lacp
Show: # show lacp { internal | statistics | system-id | neighbour }

Clear: # clear lacp statistics

1.9.18.3 (config-iH# lacp key

Syntax: (config-if}#lacp key{<v_1 _to 65535>|auto}
Explanation: Configure a LACP key forthis interface.
Parameters:

{<v_1_to_65535>|auto }: Specify a LACP key for this interface. The “auto” setting sets the key as appropriate by
the physicallink speed. Ifyouwantauser-defined key value, enteravalue between 1 and 65535. Portsinan
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aggregated link group must have the same LACP port Key. In order to allow a port to join an aggregated group,
the port Key must be set to the same value.

Negation: (config-if)# no lacp key { <v_1_to 65535> | auto }

Show: # show lacp { internal | statistics | system-id | neighbour }

1.9.18.4 (config-if)# lacp port-priority <v_1_to_65535>

Syntax: (config-if}#lacp port-priority<v_1_to_65535>
Explanation: Configure aLACP key forthisinterface.
Parameters:

<v_1_to_65535>}: Specify a LACP port priority for this interface. The lower number means greater priority. This
priority value controls which ports will be active and which ones will be in a backup role.

Negation: (config-if}# no lacp port-priority <v_1_to_65535>

Show: # show lacp { internal | statistics | system-id | neighbour }

1.9.18.5 (config-if)# lacp role { active | passive}

Syntax: (config-if)# lacp role { active | passive }

Explanation: Configure LACP role for this interface.

Parameters:
{active | passive }: Specify either “Active” or “Passive” role depending on the device’s capability of negotiating
and sending LACP control packets. Ports that are designated as “Active” are able to process and send LACP
control frames. Hence, this allows LACP compliant devices to negotiate the aggregated like so that the group may
be changed dynamically as required. In order to add or remove ports from the group, at least one of the
participating devices must set to “Active” LACP ports.

Negation: (config-if}# no lacp role { active | passive }

Show: # show lacp { internal | statistics | system-id | neighbour }

1.9.18.6 (config-if)# lacp timeout { fast | slow }

Syntax: (config-if)# lacp timeout { fast | slow }
Explanation: Configure timeout mode.
Parameters:

{fast | slow }: The Timeoutcontrols the period between BPDU transmissions. Fastwill transmit LACP packets
each second, while Slow will wait for 30 seconds before sending a LACP packet.
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Negation: (config-if}# no lacp timeout { fast | slow }

Show: # show lacp { internal | statistics | system-id | neighbour }

1.9.19 (config)# line
1.9.19.1 (config)# line

Syntax: (configure)# line { <0~16> | console 0 | vty <0~15>}

Explanation: Enter the specific line. When Enter is pressed, the command line changes to “(config-line)#”.

Parameters:

{ <0~16> | console 0 | vty <0~15> }: Specify one of the options.

<0~16> : List of line numbers.
console 0: Console line connection.
vty <0~15>: VTY lines are the Virtual Terminal lines of the device, used solely to controlinbound Telnet
connections. They arevirtual, in the sense thatthey are afunction of software - there isnohardware

associated with them.

Example: Enter Console 0 mode.

# config t
(config)# line console O
(config-line) #

Show:>showline[alive]
#showline[alive]

1.9.19.2 (config-line)# do

Syntax: (config-line}# do <command>
Explanation: Torun EXEC. commands.
Parameters:

<command>: Enter the EXEC. command

Example: Show aaa settings.
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# config t
(config)# line console O
(config-line)# do show aaa

console : local
telnet : local
ssh : local
http : local

(config-line) #

1.9.19.3 (config-line)# editing

Syntax: (config-line)# editing
Explanation: Enable command line editing.
Negation: (config-line)# no editing

Show:>showline[alive]
#showline[alive]

1.9.19.4 (config-line)# end

Syntax: (config-line)# end
Explanation: Returnto EXEC. mode.

Example: Returnto EXEC. mode.

# config t

(config)# line console O
(config-1line)# end
#

1.9.19.5 (config-line)# exec-banner

Syntax: (config-line)# exec-banner
Explanation: Enable the display of EXEC banner.

Example: Enable the display of EXEC banner.

# config t
(config)# line console O
(config-line) # exec-banner

Negation: (config-line)# no exec-banner

Show:>showline[alive]
#showline[alive]
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1.9.19.6 (config-line)# exec-timeout

Syntax: (config-line)# exec-timeout <min> [ <sec> ]
Parameters:

<min>: Specify timeout in minutes. The allowed range is 0 to 1440. Specify "0" to disable timeout function (CLI
session will nevertimeout.)

[<sec>]: Specify timeout in seconds. The allowed range is 0 to 3600.
Negation: (config-line)# no exec-timeout

Show:>showline[alive]
#showline[alive]

1.9.19.7 (config-line)# exit

Syntax: (config-line)# exit
Explanation: Return to Config mode.

Example: Return to Config mode.

# config t

(config)# line console O
(config-line)# exit
(config) #

1.9.19.8 (config-line)# help

Syntax: (config-line)# help
Explanation: Show the Help explanation.

Example: Show Help explanation.
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# config t

(config)# line console O

(config-line)# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what Parameters match the input

(e.g. 'show pr?'.)

1.9.19.9 (config-line)# history size

Syntax: (config-line)# history size <history_size>
Explanation: Control how many history commands are displayed.
Parameters:

<history_size>: The allowed range is 0 to 32. 0 means “disable”.

Example: Set history size to 10.

# config t
(config)# line console O
(config-line)# history size 10

Negation: (config-line)# no history size

Show:>showline[alive]
#showline[alive]

1.9.19.10 (config-line)# length

Syntax: (config-line)# length <length>
Explanation: Configure the number of lines displayed on the screen.
Parameters:

<length>: Specify the number of lines displayed on the screen. The allowed range is 3 to 512. Specify “0” for no
pausing.

Example: Display 20 lines on the screen.
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# config t

(config)# line console O
(config-line)# length 20
(config-line)#

Negation: (config-line)# no length

Show:>showline[alive]
#showline[alive]

1.9.19.11 (config-line)# location

Syntax: (config-line)# location <location>
Explanation: Configure the descriptive location of this device.
Parameters:
<location>: Location description for the terminal. The characters allowed are 32.

Example: Configure the location “cabinet5a”.

# config t

(config)# line console O
(config-line)# location cabinetba
(config-line)#

Negation: (config-line)# no location

Show:>showline[alive]
#showline[alive]

1.9.19.12 (config-line)# motd-banner

Syntax: (config-line)# motd-banner
Explanation: Enable the display of motd (message of the day) banner.

Example: Enable motd banner.

# config t

(config)# line console O
(config-line) # motd-banner
(config-line) #

Negation: (config-line)# no motd-banner

Show:>showline[alive]
#showline[alive]
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1.9.19.13 (config-line)# privilege level

Syntax: (config-line)# privilege level <privileged_level>
Explanation: Configure the privilege level for the terminal line.
Parameters:
<privileged_level>: Privilege level for the terminal line. The allowed range is 0 to 15.

Example: Change the privilege level to 5 for vty 1.

# config t

(config)# line vty 1
(config-line)# privilege level 5
(config-line)#

Negation: (config-line)# no privilege level

Show:>showline[alive]
#showline[alive]

1.9.19.14 (config-line)# width

Syntax: (config-line)# width <width>
Explanation: Configure the width of the terminal line.
Parameters:
<width>: Specify the width of the terminal line. The allowed range is 40 to 512. Specify “0” for unlimited width.

Example: Change of width of vty 1 to 60.

# config t

(config)# line vty 1
(config-line)# width 60
(config-line) #

Negation: (config-line)# no width

Show:>showline[alive]
#showline[alive]
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1.9.20 (config)# lldp
1.9.20.1 (config)# lidp holdtime

Syntax: (config)# lidp holdtime <val>

Explanation: This setting defines howlong LLDP frames are considered valid and is used to compute the TTL. The
default is 4.

Parameters:
<val>: Specify the holdtime value. The allowed value is 2 to 10.

Example: Set the holdtime to 5.

# config t
(config)# 11ldp holdtime 5

Negation: (config)# no lldp holdtime

1.9.20.2 (config)# lidp reinit

Syntax: (config)# lldp reinit <val>
Explanation: Configure a delay between the shutdown frame and a new LLDP initialization.
Parameters:

<val>: Specify a value between 1 and 10 (seconds).

Example: Set the LLDP re-initiation value to 3.

# config t
(config)# 1lldp reinit 3

Negation: (config)# no lldp reinit

1.9.20.3 (config)# lldp timer

Syntax: (config)# lldp timer <val>

Explanation: Configure the interval between LLDP frames are sent to its neighbors for updated discovery information.
The default is 30 seconds.

Parameters:
<val>: Specify a value between 5 and 32768 (seconds).

Example: Set the LLDP timer value to 35.
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# config t
(config)# 1lldp timer 35

Negation: (config)# no lldp timer

1.9.20.4 (config)# lldp transmission-delay

Syntax: (config)# lldp transmission-delay <val>
Parameters:
<val>: Specify a value between 1 and 8192 (seconds).

Explanation: Configure adelay betweenthe LLDP frames that contain changed configurations. Tx Delay cannotbe
larger than 1/4 of the Tx interval value.

Example: Set the LLDP transmission delay value to 2.

# config t
(config)# 1ldp transmission-delay 2

Negation: (config)# no lldp transmission-delay

1.9.20.5 (config)# lldp meddatum

Syntax: (config)#lldp med datum {wgs84 | nad83-navd88 | nad83-mllw}
Explanation: The Map Datumis used for the coordinates given in above options.
Parameters:

{ wgs84 | nad83-navd88 | nad83-mllw }: Specify one of the options.

WGS84: (Geographical 3D) - World Geodesic System 1984, CRS Code 4327, Prime Meridian Name:
Greenwich.

NAD83/NAVD88: North American Datum 1983, CRS Code 4269, Prime Meridian Name: Greenwich; The
associated vertical datum is the North American Vertical Datum of 1988 (NAVD88). This datum pairis to be
used when referencing locations on land, not near tidal water (which would use Datum = NAD83/MLLW).

NAD83/MLLW: North AmericanDatum 1983, CRS Code 4269, Prime MeridianName: Greenwich; The
associated verticaldatumis Mean Lower Low Water (MLLW). Thisdatumpairistobe usedwhen
referencing locations onwater/sea/ocean.

Example: Set the map datum to wgs84.

# config t
(config)# 11dp med datum wgs84

Negation: (config)# no lldp med datum
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1.9.20.6 (config)# lldp medfast

Syntax: (config)# lldp med fast <v_1 _to 10>

Explanation: Rapid startup and Emergency Call Service Location Identification Discovery of endpoints is a critically
importantaspectofVolP systemsingeneral.Inaddition, itisbesttoadvertise only those pieces ofinformationwhich
are specifically relevant to particular endpoint types (for example only advertise the voice network policy to permitted
voice-capable devices), both in order to conserve the limited LLDPU space and to reduce security and system integrity
issuesthatcancomewithinappropriate knowledge ofthe network policy. With thisinmind, LLDP-MED defines an
LLDP-MED Fast Startinteraction betweenthe protocol and the applicationlayers ontop ofthe protocol, inorderto
achieve theserelated properties. With Faststartrepeat countitis possible to specify the number of times the fast
start transmission is repeated. The recommended value is 4 times, giving that 4 LLDP frames with a 1 second interval
willbetransmitted, whenaLLDPframewithnewinformationisreceived. ltshouldbe notedthatLLDP-MED andthe
LLDP-MED Fast Start mechanismis only intended to run onlinks between LLDP-MED Network Connectivity Devices
and Endpoint Devices, and as such does not apply to links between LAN infrastructure elements, including between
Network Connectivity Devices, or to other types of links.

Parameters:
<v_1_to_10>: Specify a valid value between 1 and 10.

Example: Set the value to 5.

# config t
(config)# 11ldp med fast 5

Negation: (config)# no lldp med fast

1.9.20.7 (config)# lldp med location-tlv altitude

Syntax: (config)# lldp med location-tlv altitude { meters | floors } <v_word11>
Explanation: Altitude SHOULD be normalizedtowithin-32767 to 32767 withamaximum of4 digits. Itis possible to
selectbetweentwoaltitudetypes (floors ormeters). “meters” means meters of Altitude defined by the vertical datum
specified; while, “floors” means altitude in a form more relevant in buildings which have different floor-to-floor
dimensions.
Parameters:

{ meters | floors }: Specify one of the options.

<v_word11>: Specify a value for the specified option.

Example: Set the altitude value to “floors 10”.

# config t
(config)# 1lldp med location-tlv altitude floors 10

Negation: (config)# no lldp med location-tlv altitude
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1.9.20.8 (config)# Ildp med location-tlv civic-addr

Syntax: (config)#lldp medlocation-tlvcivic-addr{country | state | county | city | district | block | street | leading-
street-direction | trailing-street-suffix | street-suffix | house-no | house-no-suffix | landmark | additional-info | name
| zip-code | building | apartment | floor | room-number | place-type | postal-community-name | p-o-box |
additional-code }<v_string250>
Explanation: Configure civic address information.
Parameters:
{country |state | county | city | district| block | street|leading-street-direction | trailing-street-suffix | street-
suffix|house-no|house-no-suffix|landmark|additional-info|name | zip-code | building | apartment|floor
|room-number | place-type | postal-community-name | p-o-box | additional-code }: Specify one ofthe options.
country: The two-letter ISO 3166 country code in capital ASCII letters - Example: DK, DE or US.
state: National subdivisions (state, canton, region, province, prefecture).
county: County, parish, gun (Japan), district.
city: City, township, shi (Japan) - Example: Copenhagen.
district: City division, borough, city district, ward, chou (Japan).
block: Neighbourhood, block.
street: Street - Example: Poppelvej.
leading-street-direction: Example: N.
trailings-street-suffix: Example: SW.
street-suffix: Ave, Platz.
house-no: Specify housenumber.
house-no-suffix: Example: A, 1/2.
landmark: Landmark or vanity address - Example: Columbia University.
additional-info: Example: South Wing.
Name: Example: Flemming Jahn.
zip-code: Postal/zip code - Example: 2791.
building: Building (structure). Example: Low Library.
apartment: Unit (Apartment, suite). Example: Apt42.
floor: Example: 4.

room-number: Room number - Example: 450F.

place-type: Example: Office.
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postal-community-name: Example: Leonia.
p-o-box: Example: 12345.
additional code: Example: 1320300003.

Example: Set the country code to “UK”.

# config t
(config)# 1lldp med location-tlv civic-addr country UK

Negation: (config)#nolldpmedlocation-tlvcivic-addr{country | state | county | city | district | block | street |
leading-street-direction | trailing-street-suffix | street-suffix | house-no | house-no-suffix | landmark | additional-info
| name | zip-code | building | apartment | floor | room-number | place-type | postal-community-name | p-o-box |
additional-code }

1.9.20.9 (config)# lldp med location-tlv elin-addr

Syntax: (config)# lldp med location-tlv elin-addr <v_word25>
Explanation: Configure a value for Emergency Location Information.
Parameters:

<v_word25>: A value for Emergency Location Information (ELIN).

Example: Set the emergency location information to “911”.

# config t
(config)# 1lldp med location-tlv elin-addr 911

Negation: (config)# no Illdp med location-tlv elin-addr

1.9.20.10 (config)# lldp med location-tlv latitude

Syntax: (config)# lldp med location-tlv latitude { north | south } <v_word8>
Explanation: Configure a value for latitude. Latitude value should be between 0 and 90.
Parameters:
{ north | south }: Specify one of the options, either north or south.
<v_word8>: Specify latitude value for the selected option.

Example: Set the north latitude to 5.

# config t
(config)# 1lldp med location-tlv latitude north 5
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Negation: (config)# no lidp med location-tlv latitude

1.9.20.11 (config)# lldp med location-tlv longitude

Syntax: (config)# lldp med location-tlv longitude { west | east } <v_word9>
Explanation: Configure a value for longitude. Longitude value should be between 0 and 180.
Parameters:

{ west | east}: Specify one of the options, either west or east.

<v_word9>: Specify longitude value for the selected option.

Example: Set the west longitude to 90.

# config t
(config)# 1lldp med location-tlv longitude west 90

Negation: (config)# no lldp med location-tlv longitude

1.9.20.12 (config)# lldp med media-vlian-policy

Syntax: (config)#lldp med media-vlan-policy <policy_index> { voice | voice-signaling | guest-voice-signaling | guest-
voice | softphone-voice | video-conferencing | streaming-video | video-signaling } { tagged <v_vlan_id> | untagged }
[12-priority <v_0_to_7>][dscp<v_0_to 63>]

Explanation: Configure a LLDP MED policy ID for a service.

Parameters:

<policy_index>: Specify a policy ID. The valid range is from 0 to 31.

{ voice | voice-signaling | guest-voice-signaling | guest-voice | softphone-voice | video-conferencing | streaming-
video | video-signaling }: Specify one of the services for this policy ID.

{tagged <v_vlan_id>| untagged }: Specify whether this service is tagged or untagged. When “tagged” is specified,
a VLAN ID should be provided.

[12-priority<v_0_to_7>]: SpecifyavalueforL2 priority. Thevalid valueisfrom0Qto7.
[dscp<v_0_to 63>]: Specify avalue for DSCP. Thevalid valueis from0to 63.

Example: Create a policy ID 1 for tagged Voice VLAN.

# config t
(config)# 1lldp med media-vlan-policy 1 voice tagged 100 12-priority 7 DSCP 63

Negation: (config)# no lldp med media-vlan-policy <policies_list>

Show: > show lldp med media-vlan-policy [ <v_0_to_31>]
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# show Illdp med media-vlan-policy [ <v_0_to _31>]

1.9.20.13 (config-if)# lldp cdp-aware
Syntax: (config-if)# lldp cdp-aware

Explanation: Configuresiftheinterface shallbe CDP aware (CDP discoveryinformationis addedtothe LLDP neighbor
table).

Example: Set interface 1 to CDP aware.

# config t
(config)# interface GigabitEthernet 1/1
(config-if)# 11ldp cdp-aware

Negation: (config-if}# no lldp cdp-aware

Show: > show lldp neighbors [ interface ( <port_type>[<v_port_type list>])]
#showlldpneighbors[interface (<port_type>[<v_port_type_list>])]

1.9.20.14 (config-if)# lldp med media-vian policy-list
Syntax: (config-if)# lldp med media-vlan policy-list <v_range_list>
Explanation: To apply MED Media-VLAN policy of LLDP on this interface.
Parameters:
<v_range_list>: Assign a policy to this interface.
Negation: (config-if}# no lldp med media-vlan policy-list <v_range_list>

Show: >show lldp med media-vlan-policy [<v_0_to_31>]
# show lldp med media-vlan-policy [<v_0_to_31>]

1.9.20.15 (config-if)# lldp medtransmit-tlv

Syntax: (config-if)# lldp med transmit-tlv [ capabilities ] [ location ] [ network-policy ]
Explanation: To configure LLDP-MED TLV Type for specific interface.
Parameters:

[capabilities ]: Enable transmission of the optional capabilities TLV.

[location ]: Enable transmission of the optional location TLV.

[ network-policy ]: Enable transmission of the optional network policy TLV.
Negation: (config-if}# no lldp med transmit-tlv [ capabilities ] [ location ] [ network-policy ]

Show: >show lldp med media-vlan-policy[<v_0_to_31>]
# show lldp med media-vlan-policy [<v_0_to_31>]
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1.9.20.16 (config-if)# lldp receive
Syntax: (config-if)# lldp receive

Explanation: The switch will analyze LLDP information received from neighbours.
Negation: (config-if)# no lidp receive

Show: > show lldp statistics [ interface ( <port_type>[<v_port_type list>])]
#showlldpstatistics[interface (<port_type>[<v_port_type_list>])]

1.9.20.17 (config-if)# lldp tlv-select

Syntax: (config-if)# lldp tlv-select { management-address |port-description | system-capabilities | system-description
| system-name }

Explanation: To configure LLDP-MED TLV attributes for specific interface.

Parameters:
{ management-address | port-description | system-capabilities | system-description | system-name }: Specify a
LLDP TLV attribute. LLDP uses several attributes to discover neighbour devices. These attributes contains type,
length, and value descriptions and are referred to TLVs. Details such as port description, system name, system

description, system capabilities, management address can be sent from this device.

Negation: (config-if}# no lldp tiv-select { management-address | port-description | system-capabilities | system-
description | system-name }

Show: > show lldp neighbors [ interface ( <port_type>[<v_port_type list>])]
#showlldp neighbors[interface (<port_type>[<v_port_type_list>])]

1.9.20.18 (config-if)# lidp transmit
Syntax: (config-if)# lldp transmit

Explanation: To configure LLDP Tx only mode for specific interface
Negation: (config-if}# no lldp transmit

Show: # show lldp statistics [ interface ( <port_type> [ <v_port_type list>])]

1.9.21 (config)# logging
1.9.21.1 (config)# logging on

Syntax: (config)# logging on

Explanation: This sets the server mode operation. When the mode of operation is enabled (on), the syslog message
willsend outtosyslog server (atthe serveraddress). The syslog protocolis based on UDP communicationand
received on UDP port 514. Syslog server will not send acknowledgments back to the sender since UDP is a
connectionless protocol and it does not provide acknowledgments. The syslog packet will always send out, even if the
syslog server does not exist. When the mode of operation is disabled, no syslog packets are sent out.

Example: Enable log server operation.
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# config t
(config) # logging on

Negation: (config)# no logging on
Show: # show logging

Clear: # clear logging [ info ] [ warning ] [ error ] [ switch <switch_list> ]

1.9.21.2 (config)# logging host

Syntax: (config)# logging host { <v_ipv4 ucast> | <v_word45> }

Parameters:

{ <hostname> | <ipv4_ucast> }: Specify one of the options. The hostname is the domain name of the log server;

while the latter is IPv4 address of the log server.
Explanation: Configure log server address.

Example: Use IPv4 address to configure log server.

# config t
(config)# logging host 192.168.1.253

Negation: (config)# no logging host

Show: # show logging
# show logging <logging_id: 1-4294967295>
# show logging [info] [warning] [error]

1.9.21.3 (config)# logging level

Syntax: (config)# logging level { info | warning | error }

Explanation: Configure what kind of messages will send to syslog server.

Parameters:
{info | warning | error }: Specify one of the log message options.
Info: Send information, warnings and errors.
Warning: Send warnings and errors.
Error: Send errors only.

Example: Send error messages to log server.
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# config t
(config) # logging level error

Show: # show logging
# show logging <logging_id: 1-4294967295>
# show logging [info] [warning] [error]

1.9.22 (config)# loop-protect

1.9.22.1 (config)# loop-protect
Syntax: (config)# loop-protect
Explanation: Enable loop protection function.

Example: Enable loop protection function.

# config t
(config)# loop-protect

Negation: (config)# no loop-protect

Show: # show loop-protect [ interface ( <port_type> [ <plist>]) 1]

1.9.22.2 (config)# loop-protect shutdown-time

Syntax: (config)# loop-protect shutdown-time <t>
Explanation: Configure the period for which a port will be kept disabled.
Parameters:

<t: 0-604800>: Specify a shutdown time value. The valid values are from 0 to 604800 seconds. 0 means thata
port is kept disabled until next device restart.

Example: Set the shutdown time value to 180 seconds.

# config t
(config)# loop-protect shutdown-time 180

Negation: (config)# no loop-protect shutdown-time

Show: # show loop-protect [ interface ( <port_type> [ <plist>1]) ]

1.9.22.3 (config)# loop-protect transmit-time

Syntax: (config)# loop-protect transmit-time <t>

Explanation: Configure the interval between each loop protection PDU sent on each port.
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Parameters:
<t: 1-10>: Specify a transmit time value. The valid values are from 1 to 10 seconds.

Example: Set the transmit time value to 5 seconds.

# config t
(config)# loop-protect transmit-time 5

Negation: (config)# no loop-protect transmit-time

Show: # show loop-protect [ interface ( <port_type> [ <plist>1]) ]

1.9.22.4 (config-if)# loop-protect

Syntax: (config-if)# loop-protect
Explanation: Enable loop protection function on this interface.
Negation: (config-if}# no loop-protect

Show: # show loop-protect [ interface ( <port_type> [ <plist>]) 1]

1.9.22.5 (config-if)# loop-protectaction
Syntax: (config-if)# loop-protect action { [ shutdown ] [log ]}

Explanation: Configure the action taken when loops are detected on a port.
Parameters:

{[shutdown][log]}: Whenaloopis detected on a port, the loop protection willimmediately take appropriate
actions. Actions will be taken include “Shutdown Port”, “Shutdown Port and Log” or “Log Only”.

Negation: (config-if}# no loop-protect action

Show: # show loop-protect [ interface ( <port_type> [ <plist>1]) ]

1.9.22.6 (config-if)# loop-protecttx-mode

Syntax: (config-if)# loop-protect tx-mode
Explanation: Enable a port to actively generate loop protection PDUs.
Negation: (config-if}# no loop-protect tx-mode

Show: # show loop-protect [ interface ( <port_type> [ <plist>1]) ]
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1.9.23 (config)# mac
1.9.23.1 (config)# mac address-table aging-time

Syntax: (config)# mac address-table aging-time <v_0_10 _to_1000000>
Explanation: Configure the aging time for a learned MAC to be appeared in MAC learning table.
Parameters:

<v_0_10_to_1000000>: Specify an aging time value for MAC address table. The valid values are from 10 to
1000000 (seconds). Using “0” to disable aging time function.

Example: Set the aging time to 600 seconds.

# config t
(config) # mac address-table aging-time 600

Negation: (config)# no mac address-table aging-time
(configy# no mac address-table aging-time <v_0_10_to_1000000>

Show: > show mac address-table [ conf | static | aging-time | { { learning | count } [ interface ( <port_type>
[<v_port_type_list>])]1}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>|interface
(<port_type>[<v_port_type_list 1>]1)]

# show mac address-table [ conf | static | aging-time | { { learning | count } [ interface ( <port_type>
[<v_port_type_list>])]1}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>|interface
(<port_type>[<v_port_type_list_1>1)]

# show mac address-table aging-time

1.9.23.2 (config)# mac address-table static

Syntax: (config)# mac address-table static <v_mac_addr> vlan <v_vlan_id> interface ( <port_type>
[ <v_port_type_list>1])

Explanation: Configure the static MAC address mapping table.
Parameters:
<v_mac_addr>: Specify MAC address in “xx:xx:xx:xx:xx:xx” format.
vlan <v_vlan_id>: Specify the VLAN ID for this entry.
interface ( <port_type> [ <v_port_type_list>]): Specify the interface port type and the port number.

Example: Add a static MAC address “11:11:22:22:33:33” to MAC address table.

# config t
(config)# mac address-table static 11:11:22:22:33:33 vlan 1 interface
GigabitEthernet 1/1-10

Negation: (config)#nomacaddress-table static<v_mac_addr>vlan<v_vlan_id>interface (<port_type>
[ <v_port_type_list>1])
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Show: > show mac address-table [ conf | static | aging-time | { { learning | count } [ interface ( <port_type>
[<v_port_type_list>])]}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>]interface
(<port_type>[<v_port_type_list_ 1>]1)]

# show mac address-table [ conf | static | aging-time | { { learning | count } [ interface ( <port_type>
[<v_port_type_list>])]}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>]interface
(<port_type>[<v_port_type_list_ 1>]1)]

Clear: # clear mac address-table
1.9.23.3 (config-if)# mac address-table learning

Syntax: (config)# mac address-table learning [ secure ]

Explanation: Set this interface to secure mode.

Parameters:

[ secure ]: Only static MAC entries listed in “Static MAC Table Configuration” are learned. Others will be dropped.

NOTE: Make surethatthelinkusedformanagingthe switchisaddedtothe Static Mac Table before changingto

secure learning mode, otherwise the managementlink is lost and can only be restored by using another non-secure

port or by connecting to the switch via the serial interface.

Negation: (config-if}#¥ no mac address-table learning [ secure ]

Show: > show mac address-table [ conf | static | aging-time | {{ learning | count } [ interface ( <port_type>
[<v_port_type_list>])]1}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>|interface
(<port_type>[<v_port_type_list_1>1)]

# show mac address-table [ conf | static | aging-time | { { learning | count } [ interface ( <port_type>
[<v_port_type_list>])]1}|{address<v_mac_addr>[vlan<v_vlan_id>]}|vlan<v_vlan_id_1>|interface

(<port_type>[<v_port_type_list_1>1)]

Clear: # clear mac address-table

1.9.24 (config-if)# media-type

Syntax: (config-if)# media-type {rj45 | sfp | dual }
Explanation: Configure the media type supported for this specific interface.
Parameters:
{rj45 | sfp | dual }: The options are RJ-45, SFP, or dual (both RJ-45 & SFP are supported.).

Negation: (config-if}# no media-type

1.9.25 (config-i)# mtu

Syntax: (config-if}# mtu <max_length>

Explanation: Configure the maximum transmission unit for this specific interface.
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Parameters:
<max_length: 1518-9600>}: Specify the MTU. The range is 1518 to 9600 bytes.
Negation: (config-if)# no mtu

Show: # show interface ( <port_type> [ <v_port_type_list>]) status

1.9.26 (config)# monitor
1.9.26.1 (config)# monitor destination interface
Syntax: (config)# monitor destination interface <port_type> <in_port_type>
Explanation: Configure which port traffic should be mirrored to.
Parameters:
<port_type>: Specify the interface type.
<in_port_type>: Specify the port number.

Example: Set the traffic to be mirrored to Gigabit Ethernet port 10.

# config t
(config) # monitor destination interface gigabitethernet 1/10

Negation: (config)# no monitor destination
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1.9.26.2 (config)# monitor source

Syntax: (config)# monitor source{ [ interface ( <port_type>) [ <v_port_type list>]]} | { cpu [ <cpu_switch_range>1]}
{both | rx | tx}

Explanation: Configure which source ports’ RX or TX traffic should be mirrored to the destination port.
Parameters:
{[interface ( <port_type>) [ <v_port_type_list>] ]}: Specify one of the options. * means all interfaces.

{both | rx | tx}: Specify which direction of traffic should be mirrored to the destination port. “both” means both
received and transmitted traffic. “rx” means received traffic. “tx” means transmitted traffic.

Example: Set port 1 to 5’s RX traffic to be mirrored to the destination port.

# config t
(config)# monitor source interface GigabitEthernet 1/1-5 rx

Negation: (config)#nomonitorsource{{interface (<port_type>[<v_port_type_list>])}|{cpu
[ <cpu_switch_range>]}}

1.9.27 (config)#ntp

1.9.27.1 (config)# ntp
Syntax: (config)# ntp
Explanation: Enable NTP function.

Example: Enable NTP function.

# config t
(config)# ntp

Negation: (config)# no ntp

Show: # show ntp status

1.9.27.2 (config)# ntp server

Syntax: (config)# ntp server <index_var> ip-address { <ipv4_var> | <ipv6_var> | <name_var> }
Explanation: Configure a list of NTP server’s address.
Parameters:

<index_var: 1-5>: Specify the index number of NTP server. The allowed range is from 1to 5. The NTP servers are
tried in numeric order. If 'Server 1'is unavailable, the NTP client will try to contact 'Server 2.
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{ <ipv4_var> | <ipv6_var> | <name_var> }: Specify one of the three options.
<ipv4_var>: |IPv4 address.
<ipv6_var>: IPv6 address is in 128-bit records represented as eight fields of up to four hexadecimal digits
with a colon separating each field (:). For example, 'fe80::215:¢5ff:fe03:4dc7'. The symbol'::'is a special
syntax that can be used as a shorthand way of representing multiple 16-bit groups of contiguous zeros; but
it can appear only once.

<name_var>: The domain name for NTP server.

Example: Set the NTP server 1 to 192.168.1.253.

# config t
(config)# ntp server 1 ip-address 192.168.1.253

Negation: (config)# no ntp server <index_var>
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Show: # show ntp status

1.9.28 (config)# port-security
1.9.28.1 (config)# port-security
Syntax: (config)# port-security
Explanation: Enable port security function globally.

Example: Enable port security function globally.

# config t
(config)# port-security

Negation: (config)# no port-security

Show: > show port-security switch [ interface ( <port_type>[<v_port_type_list>])]
#showport-security switch[interface (<port_type>[<v_port_type list>])]

1.9.28.2 (config)# port-security aging

Syntax: (config)# port-security aging

Explanation: Enable portsecurity agingfunction. Ifenabled, secured MAC addresses are subjecttoagingasdiscussed
in“Agingtime” command. With aging enabled, atimeris started once the end-hostgets secured. Whenthe timer
expires, the switchstartslookingforframes fromthe end-host, andifsuchframes are notseenwithinthenextAging
Period, the end-hostis assumed tobedisconnected, and the corresponding resources are freed on the switch.

Example: Enable port security aging function.

# config t
(config) # port-security aging

Negation: (config)# no port-security aging

Show:>showport-security port[interface (<port_type>[<v_port_type list>])]
#show port-security port[interface (<port_type>[<v_port_type list>])]

1.9.28.3 (config)# port-securityaging time

Syntax: (config)# port-security aging time <v_10_to_10000000>

Explanation: Configure adesired agingtime value. If“Aging”is enabled, secured MAC addresses are subjectto aging
as discussed this command. With aging enabled, a timer is started once the end-host gets secured. When the timer
expires,the switch startslookingforframesfromthe end-host, andifsuchframesare notseenwithinthe nextAging
Period, the end-hostis assumedtobe disconnected, and the corresponding resources are freed on the switch.

Parameters:

<v_10_to_10000000>: Specify the aging time value. The allowed range is between 10 and 10,000,000 seconds.
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Example: Set the aging time value to 1800 seconds.

# config t
(config)# port-security aging time 1800

Negation: (config)# no port-security aging time

Show:>showport-security port[interface (<port_type>[<v_port_type list>])]
#show port-security port[interface (<port_type>[<v_port_type_list>])]

1.9.28.4 (config-if)# port-security

Syntax: (configt-if)# port-security
Explanation: Enable the port security function on the selected ports.

Example: Enable Gigabit Ethernet port 1-10’s port security function.

# config t
(config) # interface gigabitethernet 1/1-10
(config-if)# port-security

Negation: (configt-if}# no port-security

Show: > show port-security switch [ interface ( <port_type>[<v_port_type_list>])]
#show port-security switch[interface (<port_type>[<v_port_type_list>])]

1.9.28.5 (config-if)# port-security maximum

Syntax: (configt-if)# port-security maximum [ <v_1_to_1024>]

Explanation: The maximum number of MAC addresses that can be secured on this port. The number cannotexceed
1024. If the limit is exceeded, the corresponding action is taken.

Parameters:
[ <v_1_to_1024> ]: Specify a value between 1 and 1024.

Example: Limit Gigabit Ethernet port 1-10’s MAC addresses can be learnt to 5.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# port-security maximum 5

Negation: (configt-if)# no port-security maximum

Show:>showport-security port[interface (<port_type>[<v_port_type list>])]
#show port-security port[interface (<port_type>[<v_port_type list>])]
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1.9.28.6 (config-if)# port-security violation

Syntax: (configt-if)# port-security violation { protect | trap | trap-shutdown | shutdown }
Explanation: If the limit is exceeded, the specified action will take effect.
Parameters:
{ protect | trap | trap-shutdown | shutdown }: Specify one of the actions taken when the limit is exceeded.

protect: Do not allow more than the specified limit of MAC addresses to access on a port. No action is
further taken.

trap: If Limit + 1 MAC addresses are seen on the port, send an SNMP trap. If Aging is disabled, only one
SNMP trap will be sent, but with Aging enabled, new SNMP traps will be sent every time the limit is
exceeded.

trap-shutdown: If Limit + 1 MAC addresses is seen on the port, both the “Trap” and the “Shutdown” actions
described above will be taken.

shutdown: IfLimit+ 1 MAC addressesis seen onthe port, shutdownthe port. Thisimplies thatall secured
MAC addresses will be removed from the port, and no new addresses will be learned. Even if the link is
physically disconnected and reconnected on the port (by disconnecting the cable), the port will remain shut
down. There are three ways to re-open the port:

* Boot the switch

* Disable and re-enable Limit Control on the port or the switch

* Click the “Reopen” button

Example: Send a SNMP trap when the limit is exceeded.

# config t
(config)# interface gigabitethernet 1/1-10
(config-if)# port-security violation trap

Negation: (configt-if}# no port-security violation

Show:>showport-security port[interface (<port_type>[<v_port_type list>])]
#show port-security port[interface (<port_type>[<v_port_type list>])]

1.9.29 (config)# privilege

Syntax: (config)# privilege { exec | configure | config-vlan | line | interface | if-vlan | ipmc-profile | shmps-host | stp-
aggr | dhcp-pool | rfc2544-profile } level <privilege> <cmd>

Explanation: This command is used to change the privilege level of commands available in Configuration mode.
Parameters:

{exec|configure|config-vlan|line|interface |if-vlan|ipmc-profile | snmps-host|stp-aggr|dhcp-pool |
rfc2544-profile }: Specify the group command that you want to configure.

level <privilege>: Specify the privilege level. The allowed range is 0 to 15.
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<cmd>: Initial valid words and literals of the command to modify, in 128 characters.

Example: The following example sets the privilege level to 15 for any Exec mode (user or privileged) command that
start with the letter"v"

# config t
(config)# privilege exec level 15 host

Negation: (config)# no privilege { exec | configure | config-vlan | line | interface | if-vlan | ipmc-profile | snmps-host |
stp-aggr | dhcp-pool | rfc2544-profile } level <0-15> <cmd>

Show: > show privilege
# show privilege

1.9.30 (config-if)# pvian
1.9.30.1 (config-if)# pvlan

Syntax: (config-if}# pvlan <pvlan_list>
Explanation: Thiscommandis usedto configure private VLANs. New Private VLANs canbe added and existing VLANs
canbemodified. Private VLANs are based onthe source portmaskandthere are noconnections to VLANs which
meansthatVLANIDsandPrivate VLAN IDscanbeidentical. AportmustbeamemberofbothaVLAN andaPrivate
VLAN to be able to forward packets. By default, all ports are VLAN unaware and members of VLAN 1 and Private VLAN
1. A VLAN unaware port can only be a member of one VLAN, but it can be a member of multiple Private VLANSs.
Parameters:

<pvlan_list>: Specify the private VLANID.

Negation: (config-if}# no pvlan <pvlan_list>

Show: # show pvlan <pvlan_list>

1.9.30.2 (config-if)# pvilanisolation

Syntax: (config-if)# pvlan isolation

Explanation: Enable Port Isolation function on this specific interface. Port Isolation is used to prevent communications
between customerportsinasame Private VLAN. The portthatisisolated from others cannotforward any unicast,
multicast or broadcast traffic to any other ports in the same PVLAN.

Negation: (config-if}# no pvlan isolation

Show: # show pvlan isolation [ interface ( <port_type> [<plist>] ) ]
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1.9.31 (config)# qos
1.9.31.1 (config)# qos map cos-dscp

Syntax: (config)# qos map cos-dscp <cos> dpl <dpl> dscp { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23
| af31 | af32 | af33 | af41 | af42 | af43 | cs1| cs2 | cs3 | cs4 | cs5| cs6 | cs7 | ef | va}}

Parameters:

cos-dscp<cos>:Map COStoDSCP. Indicate the Class of Servicelevel. The allowed rangeis0to 7. ACoSclassof 0
has the lowest priority, while 7 has the highest priority.

dpl <dpl>: Specify the Drop Precedence Level. The allowed range is 0 to 7.

dscp{<dscp_num> | {be | af11|af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1 |
cs2|cs3|csd|cs5|cs6|cs7 | ef | val}: Specify one of the DSCP values.

<dscp_num:0-63>: The allowed numberisfrom0to0 63.
be: Default PHB (DSCP 0) for best effort traffic.

af11|af12|af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43: Assured Forwarding PHB AF
11(DSCP10),12(DSCP12),13(DSCP 14),21(DSCP 18),22 (DSCP 20),23 (DSCP 22), 31 (DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).
cs1|cs2|cs3|cs4|cs5|csb|cs7: ClassselectorPHB CS1 precedence 1(DSCP 8), CS2 precedence 2
(DSCP16),CS3precedence 3(DSCP 24),CS4 precedence 4 (DSCP 32), CS5precedence 5(DSCP 40),CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).
ef: Expedited Forwarding PHB (DSCP 46).
va: Voice Admit PHB (DSCP 44).

Explanation: Configure the COS-DSCP mapping.

Example: The following example sets DPL to 4, DSCP to cs4.

# config t
(config)# qos map cos-dscp 4 dpl 4 dscp cs4

Negation: (config)# no qos map cos-dscp <cos> dpl <dpl>
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ][ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ][ dscp-egress-translation ]} | storm | { qce [ <qce>]}]

1.9.31.2 (config)# qos map dscp-classify

Syntax: (config)#qos mapdscp-classify {<dscp_num> |{be |af11|af12]|af13 | af21|af22|af23 | af31|af32|
af33 | af41 | af42 | af43 | cs1|cs2 | cs3 | csd |csS5|cs6 |cs7 | ef|val}

Parameters:
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dscp-classify {<dscp_num>|{be |af11|af12|af13|af21|af22|af23 |af31|af32|af33 | af41 | af42 | af43
| cs1 ]| cs2 | cs3 | csd| cs5]| csb | cs7 | ef | va}}: Specify one of the DSCP values.

<dscp_num: 0-63>: The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

af11|af12|af13 | af21|af22| af23 | af31|af32 | af33 | af41 | af42 | af43: Assured Forwarding PHB AF
11(DSCP10),12(DSCP12),13(DSCP 14),21(DSCP 18),22 (DSCP 20),23(DSCP 22),31(DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

cs1|cs2|cs3|cs4|cs5|cs6|cs7: ClassselectorPHBCS1 precedence 1(DSCP 8), CS2 precedence 2
(DSCP 16),CS3 precedence 3(DSCP24),CS4 precedence4 (DSCP 32), CS5precedence 5(DSCP40),CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

Explanation: Configure the DSCP Ingress classification.

Example: The following example sets DSCP Ingress classification to cs4.

# config t
(config) # qos map dscp-classify cs4

Negation: (config)# no gos map dscp-classify { <dscp_num> | {be | af11 | af12 | af13 | af21 | af22 | af23 | af31 |
af32 | af33 | af41 | af42 | af43 | cs1 | cs2 | cs3 | cs4 | cs5|csb | cs7 | ef |va}}

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.3 (config)# qos map dscp-cos

Syntax: (config)# qos map dscp-cos{<dscp_num>|{be|af11|af12|af13|af21|af22|af23|af31|af32|af33|
af41 | af42 | af43 | cs1|cs2 | cs3 | csd | cs5|cs6 | cs7 | ef | va}} cos <cos> dpl <dpl>

Explanation: Configure the DSCP-based QoS Ingress classification.
Parameters:

dscp-cos {<dscp_num> | {be | af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 |
cs1]|cs2|cs3|csd|cs5|cs6|cs? |ef|va}l}: Specify one of the DSCP values.

<dscp_num: 0-63>: The allowed number is from 0 to 63.
be: Default PHB (DSCP 0) for best effort traffic.
af11|af12|af13 | af21|af22| af23 | af31 | af32| af33 | af41 | af42 | af43: Assured Forwarding PHB AF

11(DSCP10),12(DSCP 12), 13 (DSCP 14),21 (DSCP 18), 22 (DSCP 20), 23 (DSCP 22), 31 (DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).
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cs1|cs2|cs3|cs4|cs5|cs6|cs7: ClassselectorPHBCS1 precedence 1(DSCP 8), CS2 precedence 2
(DSCP 16),CS3precedence 3(DSCP24), CS4 precedence 4 (DSCP 32), CS5precedence 5(DSCP40),CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

cos <cos>: Indicate the Class of Service level. The allowed rangeis 0to 7. A CoS class of 0 has the lowest priority,
while 7 has the highest priority.

dpl <dpl>: Specify the Drop Precedence Level. The allowed range is 0 to 7.

Negation: (config)# no gos map dscp-cos{<dscp_num> | {be | af11 |af12 | af13 | af21 | af22 | af23 | af31 | af32 |
af33 | af41 | af42 | af43 | cs1|cs2 | cs3 | csd |cs5|cs6 | cs7 | ef |va}}

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.4 (config)# qos map dscp-egress-translation

Syntax: (config)# qos map dscp-egress-translation { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31
|af32]|af33|af41|af42|af43|cs1|cs2|cs3|csd|cs5|csb|cs7 |ef|va}}to{<dscp_num_tr>|{be|af11]
af12|af13|af21|af22|af23 |af31|af32|af33|af41|af42|af43|cs1|cs2|cs3|cs4d|cs5|cs6|cs7 | ef|

va }}
Explanation: Configure the DSCP Egress Mapping Table.
Parameters:

dscp-egress-translation{<dscp_num>|{be|af11|af12|af13|af21|af22|af23|af31|af32]|af33|af41|
af42|af43|cs1|cs2|cs3|csd|csS5|cs6|cs7 | ef|val}: Specify one ofthe DSCP values.

<dscp_num: 0-63>: The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

af11|af12|af13 | af21|af22| af23 | af31 | af32 | af33 | af41 | af42 | af43: Assured Forwarding PHB AF
11(DSCP10),12(DSCP12),13(DSCP 14),21(DSCP 18),22 (DSCP 20),23 (DSCP 22), 31 (DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

cs1|cs2|cs3|cs4|cs5|cs6|cs7: ClassselectorPHBCS1 precedence 1(DSCP 8),CS2 precedence 2
(DSCP 16),CS3precedence 3(DSCP24),CS4 precedence4 (DSCP 32), CS5precedence 5(DSCP40),CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

Example: The following example maps cs4 to cs5.

# config t
(config) # qos map dscp-egress-translation cs4 to cs5
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Negation: (config)# no qos map dscp-egress-translation { <dscp_num>|{be|af11|af12|af13|af21|af22|af23|
af31 | af32 | af33 | af41 | af42 | af43 | cs1|cs2 | cs3 | cs4d | cs5|cs6 | cs7 | ef |va}}<dpl>

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.5 (config)# qos map dscp-ingress-translation

Syntax: (config)# qos map dscp-ingress-translation { <dscp_num> | { be | af11 | af12 | af13 | af21 | af22 | af23 | af31
|af32|af33|af41|af42|af43|cs1|cs2|cs3|cs4|cs5|csb6|cs7 |ef|va}}to{<dscp_num_tr>|{be|af11|
af12|af13|af21|af22|af23 |af31|af32|af33|af41|af42|af43|cs1|cs2|cs3|cs4d|cs5|cs6|cs7 |ef|

va}}
Explanation: Configure the DSCP Ingress Mapping Table.
Parameters:

dscp-ingress-translation{<dscp_num>|{be|af11|af12|af13|af21|af22|af23|af31|af32|af33|af41|
af42 | af43|cs1|cs2|cs3|cs4|cs5]|cs6|cs7 | ef|val}: Specify one ofthe DSCP values.

<dscp_num: 0-63>: The allowed number is from 0 to 63.

be: Default PHB (DSCP 0) for best effort traffic.

af11]|af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43: Assured Forwarding PHB AF
11(DSCP10),12(DSCP12),13(DSCP 14),21(DSCP 18),22 (DSCP 20),23 (DSCP 22), 31 (DSCP 26), 32 (DSCP
28), 33 (DSCP 30), 41 (DSCP 34), 42 (DSCP 36).

cs1|cs2|cs3|cs4|cs5|cs6|cs7: ClassselectorPHBCS1 precedence 1(DSCP 8), CS2 precedence 2
(DSCP 16),CS3precedence 3(DSCP24),CS4 precedence4 (DSCP 32), CS5precedence 5(DSCP40),CS6
precedence 6 (DSCP 48), CS7 precedence 7 (DSCP 56).

ef: Expedited Forwarding PHB (DSCP 46).

va: Voice Admit PHB (DSCP 44).

Example: The following example maps cs4 to cs5.

# config t
(config) # qos map dscp-ingress-translation cs4 to cs5

Negation: (config)# no qos map dscp-ingress-translation { <dscp_num> |{ be |af11 |af12 | af13 | af21 |af22 | af23
| af31 | af32 | af33 | af41 | af42 | af43 | cs1| cs2 | cs3 | cs4 | csS5| cs6 | cs7 | ef | va}}

Show: # show qos
# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ] [ dscp-egress-translation]} | storm | {qce [ <qce>1}]
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1.9.31.6 (config)# qos qcerefresh

Syntax: (config)# qos qce refresh
Explanation: To refresh QCE.

Example: Refresh QCE.

# config t
(config)# gos gqce refresh

1.9.31.7 (config)# qos gce update

Syntax: (config)# qos qce { [ update ] } <qce_id> [ { next <qce_id_next>} | last ][ interface ( <port_type>

[ <port_list>]) ][ smac { <smac> | <smac_24> | any } ][ dmac { <dmac> | unicast | multicast | broadcast | any } ] [ tag
{[type { untagged | tagged | c-tagged | s-tagged | any } ][ vid { <ot_vid> | any } ] [ pcp { <ot_pcp> | any } ][ dei
{<ot_dei>|any}]}*1][inner-tag{[type{untagged |tagged | c-tagged | s-tagged | any}][vid{<it_vid>|any}]
[pcp{<it_pcp>|any}][dei{<it_dei>|any}]}*1][frame-type{any |{etype[{ <etype_type>|any}]}|{llc
[dsap{<llc_dsap>|any}][ssap{<lic_ssap>|any}][control{<lic_control>|any}]}|{snap[{<shap_data> |
any}]}|{ipv4[proto{<prd>|tcp | udp | any}][sip{<sip4>|any}][dip{<dip4>|any}][dscp{<dscp4>|{be

|af11 | af12 | af13 | af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 |af43 |cs1 |cs2 | cs3 | cs4 | cs5 | cs6 | cs7
| ef| va}| any}][fragment{yes | no| any}][sport{<sp4>| any}][dport{<dp4>| any}]1}| {ipv6 [ proto
{<pr6> | tcp | udp | any }]1[sip{<sip6> | any } ][ dip { <dip6> | any } ][ dscp { <dscp6> | {be | af11 | af12 | af13 |

af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1|cs2 | cs3 | cs4 |cs5|cs6 | cs7 |ef | va}|any }]
[sport{<sp6>|any}][dport{<dp6>|any}]}}][action{[cos{<action_cos> | default}][dpl{<action_dpl> |

default}][ pcp-dei{ <action_pcp> <action_dei> | default}][dscp {<action_dscp_dscp>|{be|af11|af12|af13 |

af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 | af43 | cs1| cs2 | cs3 | cs4 | cs5|cs6 | cs7 | ef | va} | default}]

[ policy { <action_policy> | default}]}*1]

Explanation: To update the QCE.
Parameters:
{ [ update ] }: Update the QCE.
<gce_id>: Specify the QCE ID.
[ { next <qce_id_next>} | last ]: Put this QCE next to the specified one or to the last one.
[interface (<port_type>[<port_list>])]: Specify porttype and portnumberthatapply tothisupdated QCErule.
[smac{<smac> | <smac_24> | any }]: Set up the matched SMAC.
[ dmac { <dmac> | unicast | multicast | broadcast | any } ]: Set up the matached DMAC.

[tag{[type{untagged | tagged | c-tagged | s-tagged | any }]: Setup the matched tag type.
[vid{<ot_vid>]any}]: SpecifyaspecificVID orVIDrange orspecify “any”toallowanyVIDs.

[pcp{<ot_pcp>|any}]: Specify a specific PCP or PCP range or specify “any” to allow any PCP values.

[dei{<ot_dei> | any }]}]: Specify a specific DEI or specify “any” to allow any DEI.
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[frame-type {any | {etype[{ <etype type>]|any}]}|{lic[dsap{<lic_dsap>|any}][ssap{<lic_ssap> |

any }][control{<llc_control>|any}]}|{snap[{<shap_data>|any}]}|{ipv4[proto{<prd>|tcp|udp |
any }][sip{<sip4>|any}][dip{<dip4>|any}][dscp{<dscpd>|{be]|af11|af12|af13|af21|af22|af23
| af31 | af32 | af33 | af41|af42|af43 |cs1|cs2|cs3|cs4|cs5|cs6|cs7|ef|va}|any}][fragment{yes

| no | any}][sport{<sp4>| any}][dport{<dp4>| any}]}| {ipve [proto{<pr6> | tcp | udp | any}][sip

{<sip6> | any}][dip{<dip6> | any}][dscp{<dscp6>|{be|af11|af12|af13 | af21 | af22 | af23 | af31 |
af32 | af33 | af41 | af42 | af43 | cs1|cs2|cs3 | cs4d | cs5|cs6 | cs7 | ef |va}|any}][sport{<sp6>|any}]
[dport{<dp6> | any } ]} } ]: Specify the frame type that applies to this QCE rule.

any: By default, any is used which means that all types of frames are allowed.

etype: This option can only be used to filter Ethernet Il formatted packets. (Options: Any, Specific — 600-ffff
hex; Default: ffff). Note that 800 (IPv4) and 86DD (IPv6) are excluded. A detailed listing of Ethernet protocol
types canbefoundin RFC 1060. A few of the more common types include 0800 (IP), 0806 (ARP), 8137 (IPX).

lic: LLC refers to Link Logical Control and further provides three options.

dsap: DSAP stands for Destination Service Access Point address. By default, any is used. Specify
“any” or indicate a value (0x00 to OxFF).

ssap: SSAP stands for Source Service Access Point address. By default, any is used. Specify “any” or
indicate a value (0x00 - OxFF).

control: Control field may contain command, response, or sequence information depending on
whether the LLC frame type is Unnumbered, Supervisory, or Information. By default, any is used.
Specify “any” or indicate a value (0x00 to OxFF).

shap: SubNetwork Access Protocol can be distinguished by an OUI and a Protocol ID. (Options for PID: Any,
Specific (0x00-0xffff); Default: Any) If the OUI is hexadecimal 000000, the protocol ID is the Ethernet type
(EtherType)field value forthe protocolrunning ontop of SNAP. Ifthe OUlis that of a particular organization,
the protocol ID is a value assigned by that organization to the protocol running on top of SNAP. In other
words, if value of the OUI field is 00-00-00, then value of the PID will be etherType (0x0600-0xffff), and if
value ofthe OUl isotherthan 00-00-00, then valid value of the PID will be any value from 0x0000 to Oxffff.

ipv4:

ipv6:

proto: IPv4 frame type includes Any, TCP, UDP, Other. If“TCP” or “UDP” is specified, you might
further define Sport (Source port number) and Dport (Destination port number).

sip: Specify source IP type. By default, any is used. Indicate self-defined source IP and submask
format. The address and mask must be in the format x.y.z.w where X, y, z, and w are decimal
numbers between 0 and 255. When the mask is converted to a 32-bit binary string and read from
left to right, all bits following the first zero must also be zero

dscp: By default, any is used. Indicate a DSCP value or a range of DSCP value.

fragment: By default, any is used. Datagrams sometimes may be fragmented to ensure they can pass
throughanetwork device thatusesamaximumtransferunitsmallerthantheoriginalpacket’ssize.

proto: IPv6 protocol includes Any, TCP, UDP, Other. If“TCP” or “UDP” is specified, you may need to
further define Sport (Source port number) and Dport (Destination port number).

sip: Specify source IPtype. By default, any is used. You can alsoindicate self-defined source IPand
submask format.
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dscp:Bydefault,anyisused. YoucanalsoindicateaDSCP value or arange of DSCPvalue.
[action{[cos{<action_cos> |default}]: Specifythe classificationactiontakenoningressframeifthe
parametersmatchtheframe’scontent. Ifaframematchesthe QCE, itwillbe putinthe queue correspondingto
the specified QoS class or placed in a queue based on basic classification rules.

[dpl{<action_dpl> | default}]: Ifaframe matches the QCE, thedrop precedence levelwillbe settothe
specified value or left unchanged.

[pcp-dei{<action_pcp><action_dei>|default}]:Ifaframe matchesthe QCE,the PCPorDElvaluewillbe setto
the specified one.

[dscp {<action_dscp_dscp>|{be|af11|af12|af13 |af21 | af22 | af23 | af31 | af32 | af33 | af41 | af42 |
af43 | cs1|cs2|cs3|csd|cs5|cs6|cs7|ef|va}]|default}][policy { <action_policy> | default}]1}*11]:Ifa
frame matches the QCE, the DSCP value will be set to the specified one.

Negation: (config)# no qos qce <qce_id_range>

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ][ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ] } | storm | { gce [<qce>]}]

1.9.31.8 (config)# qos wredqueue

Syntax: (config)# qos wred queue <queue> min-th <min_th> mdp-1 <mdp_1> mdp-2 <mdp_2> mdp-3 <mdp_3>
Explanation: Apply RED on a particular queue or set up the minimum threshold & drop probability value.
Parameters:

queue <queue>: Specify the queue number. Queue 0to 5 can apply to Random Early Detection (RED). However,
RED cannot be applied to Queue 6 and 7.

min-th <min_th>: Specify the lowest RED threshold. If the average queue filling level is below this threshold, the
drop probability is zero. This valid value for this field is 0~100.

mdp-1 <mdp_1>: Controls the drop probability for the frames marked in drop precedence level 1 when the
average queue filling level is 100%. The valid value is 0~100.

mdp-2 <mdp_2>: Controls the drop probability for the frames marked in drop precedence level 2 when the
average queue filling level is 100%. The valid value is 0~100.

mdp-3 <mdp_3>: Controls the drop probability for the frames marked in drop precedence level 3 when the
average queue filling level is 100%. The valid value is 0~100.

Negation: (config)# no qos wred queue <queue>

Show: #show qos [{interface [ ( <port_type>[<port>])]}| wred | { maps [ dscp-cos ][ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | { qce [ <qce>]}]

146



L2/L3 Feture Command-Line Guide ORing Industrail Networking

1.9.31.9 (config-if)# qos dscp-classify

Syntax: (config-if)# qos dscp-classify { zero | selected | any }
Explanation: Configure a classification method.
Parameters:
{ zero | selected | any }: Specify a classification method.
zero: Classify if incoming DSCP is 0.
selected: Classify only selected DSCP for which classification is enabled in DSCP Translation table
any: Classify all DSCP.
Negation: (config-if}# no qos dscp-classify
Show: # show qos

#show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.10 (config-if)# qos dscp-remark

Syntax: (config-if)# qos dscp-remark { rewrite | remap | remap-dp }
Explanation: Configure port egress rewriting of DSCP values.
Parameters:
{ rewrite | remap | remap-dp }: Specify an option.
rewrite: Rewrite DSCP field with classified DSCP value.
remap: Frame with DSCP from analyzer is remapped and remarked with the remapped DSCP value.
Dependingontheframe’s DP level, theremapped DSCP valueis either taken fromthe DSCP Translation

table, Egress Remap DPO or DP1 field.

remap-dp: Framewith DSCP fromanalyzeris remapped and remarked withthe remapped DSCP value. The
remapped DSCPvalueisalwaystakenfromthe DSCP Translationtable, Egress Remap DPOfield.

Negation: (config-if)# no qos dscp-remark
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.11 (config-if)# qos dscp-translate

Syntax: (config-if)# qos dscp-translate

Explanation: Configure DSCP ingress translation of QoS for specific interface.
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Negation: (config-if)# no qos dscp-translate
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[dscp-classify ][ cos-dscp ] [ dscp-egress-translation ]} | storm | { qce [ <qce>]}]

1.9.31.12 (config-if)# qos map cos-tag

Syntax: (config-if)# qos map cos-tag cos <cos> dpl <dpl> pcp <pcp> dei <dei>
Explanation: Configure (QoS class, DP level) to (PCP, DEI) Mapping of QoS for specific interface.
Parameters:
cos<cos: 0-7>: SpecifyaQoS classvalue.
dpl <dpl:0-1>: Specify aDPL value (O or 1).
pcp <pcp:0-7>: SpecifyaPCP (Priority Code Point)value.
dei <dei: 0-1>: Specify a DEl value (O or 1).
Negation: (config-if)}# no qos map cos-tag cos <cos> dpl <dpl>
Show: # show qos

#show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.13 (config-if)# qos ingress queue-shaper

Syntax: (config-if)j#qos egress queue-shaperqueue <queue> <rate>[excess]
Explanation: Configure Egress Queue shaper Rate of QoS for specific interface.
Parameters:

<queue: 0-7>: Specify a queue or a range.

<rate:100-13200000>: Specify shaperrateinkbps.

[excess ]: Allow all excess bandwidth.
Negation: (config-if)}# no qos egress queue-shaper queue <queue>
Show: # show qos

#show qos [{interface [(<port_type>[<port>])]}|wred |{maps[dscp-cos][dscp-ingress-translation]
[dscp-classify ][ cos-dscp ][ dscp-egress-translation ]} | storm | {qce [<qce>]}]
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1.9.31.14 (config-if)# qos egress shaper

Syntax: (config-if)# qos egress shaper <rate>
Explanation: Configure Egress Queue Policers Rate of QoS for specific interface.
Parameters:
<rate: 100-13200000>: Specify shaper rate in kbps.
Negation: (config-if)}# no qos egress shaper
Show: # show qos

#show qos [{interface[(<port_type>[<port>])]}|wred |{maps[dscp-cos][dscp-ingress-translation]
[dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ] } | storm | {qce [<qce>]}]

1.9.31.15 (config-if)# qos egress tag-remark

Syntax: (config-if)#qos egresstag-remark{pcp <pcp>dei<dei>| mapped}
Explanation: Configure the appropriate egress remarking mode used by this port.
Parameters:
{ pcp <pcp> dei <dei> | mapped }: Specify a remarking mode.
pcp <pcp> dei <dei>: Specify PCP and DEI value.
mapped: Use the mapping of the classified QoS class values and DP levels to PCP/DEI values.
Negation: (config-if)# no qos egress tag-remark
Show: # show qos

# show qos [{interface [ ( <port_type> [ <port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ] [ dscp-egress-translation ]} | storm | { qce [ <qce>1}]

1.9.31.16 (config-if)# qos egresswrr

Syntax: (config-if)# qos egress wrr <w0> <w1> <w2> <w3> <w4> <w5>
Explanation: Assignegressweightfor QoS queueing method. WRR stands forWeighted Round Robinand uses default

queue weights. The number of packets serviced during each visit to a queue depends on the percentages you
configure for thequeues.

Parameters:
<w0: 1-100>: Specify weight for queue 0.
<w1: 1-100>: Specify weight for queue 1.
<w2:1-100>: Specify weight for queue 2.

<w3: 1-100>: Specify weight for queue 3.
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<w4: 1-100>: Specify weight for queue 4.

<w5: 1-100>: Specify weight for queue 5.
Negation: (config-if)# no qos egress wrr
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.17 (config-if)# qos ingress cos

Syntax: (config-if)# qos ingress cos <cos>
Explanation: Configure CoS value on this selecte infterface.
Parameters:
<cos>: Specify COS value (1-7).
Negation: (config-if)# no qos ingress cos
Show: # show qos

#show qos [{interface[(<port_type>[<port>])]}|wred |{ maps[dscp-cos][dscp-ingress-translation]
[dscp-classify ][ cos-dscp ][ dscp-egress-translation]} | storm | {qce [<qce>]}]

1.9.31.18 (config-if)# qos ingress dei

Syntax: (config-if)# qos ingress dei <dei>
Explanation: Configure DEI (Drop Eligible Indicator) value on this selecte infterface.
Parameters:
<dei>: Specify DEI for untagged frames.
Negation: (config-if)# no qos ingress dei
Show: # show qos

# show qos [{interface [ ( <port_type> [ <port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.19 (config-if)# qos ingress dpl

Syntax: (config-if)# qos ingress dpl <dpl>
Explanation: Configure DPL value on this selecte infterface.

Parameters:
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<dpl>: Specify the default Drop Precedence Level
Negation: (config-if)# no qos ingress dpl
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ][ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.20 (config-if)# qos ingress map tag-cos

Syntax: (config-if}# qosingress map tag-cos pcp <pcp>dei<dei>cos <cos>dpl <dpl>
Explanation: Configure (QoS class, DP level) to (PCP, DEI) Mapping of QoS for specific interface.
Parameters:

pcp <pcp:0-7>: SpecifyaPCP (Priority Code Point)value.

dei <dei: 0-1>: Specify a DEl value (O or 1).

cos <cos:0-7>: Specifya QoS classvalue.

dpl<dpl:0-1>: Specify aDPL value (Oor1).
Negation: (config-if)# no qos ingress map tag-cos pcp <pcp> dei <dei>
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.21 (config-if)# qos ingress pcp

Syntax: (config-if)# qos ingress pcp <pcp>
Explanation: Configure PCP value for specific interface.
Parameters:

pcp <pcp: 0-7>: Specify a PCP (Priority Code Point) value.
Negation: (config-if)# no qos ingress pcp
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.22 (config-if)# qos policer

Syntax: (config-if)# qos policer <rate> [ fps ] [ flowcontrol ]

Explanation: Configure PCP value for specific interface.
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Parameters:

<rate>:Indicatetherateforthepolicer. By default, 500kbpsisused. The allowedrangeforkbpsandfpsis 100to
1000000. The allowed range for Mbps and kfps is 1 to 3300Mbps.

[ fps ]: Rate is fps. By default, kbps is used.

[flowcontrol]: Enable Flow Control. Ifflow controlis enabled and the portisin flow control mode, then pause
frames are sent instead of discarding frames

Negation: (config-if)j# no qos ingress policer
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ][ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | { qce [ <qce>]}]

1.9.31.23 (config-if)# qos ingress queue-policer

Syntax: (config-if)# qos ingress queue-policer queue <queue> <rate>
Explanation: Configure Egress Queue shaper Rate of QoS for specific interface.
Parameters:

<queue: 0-7>: Specify a queue or a range.

<rate: 100-13200000>: Specify shaper rate in kbps.
Negation: (config-if)}# no qos ingress queue-policer queue <queue>
Show: # show qos

# show qos [{interface [ ( <port_type> [ <port>])]}| wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.24 (config-if)# qos ingress shaper

Syntax: (config-ifj#qosingress shaper<rate>[burst<has_burst_size>]
Explanation: Configure ingress shaperrate of QoS for specificinterface.
Parameters:

<rate: 100-13200000>: Specify shaper rate in kbps.

[burst<has_burst_size>]: Specify the burstsize. The allowed range is 0-252Kbytes. By default, the burst size is
4Kbytes.

Negation: (config-if)# no qos ingress shaper
Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ][ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | { qce [ <qce>]}]
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1.9.31.25 (config-if)# qos ingress trust dscp

Syntax: (config-if)# qos ingress trust dscp

Explanation: Enable DSCP Classification of QoS for specific interface.
Negation: (config-if)# no qos ingress trust dscp

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [ <qce>1]}]

1.9.31.26 (config-if)# qos ingress trust tag

Syntax: (config-if)# qos ingress trust tag

Explanation: Enable VLAN tag Classification of QoS for specific interface.
Negation: (config-if)# no qos ingress trust tag

Show: # show qos

# show qos [{interface [ ( <port_type>[<port>])]} | wred | { maps [ dscp-cos ] [ dscp-ingress-translation ]
[ dscp-classify ] [ cos-dscp ] [ dscp-egress-translation ]} | storm | {qce [<qce>]}]

1.9.31.27 (config-if)# qos storm

Syntax: (config-if# qos storm { unicast | broadcast | unknown } <rate>[fps]

Explanation: Configure broadcast storm control rate for QoS on the selected ports.

Parameters:
{ unicast | multicast | broadcast }: Specify the storm type that you want to configure.
{{<rate>[kfps]} | { 1024 kfps } }: User-define storm frame rate or set storm rate to 1024 kfps.

Example: The following example sets broadcast storm control for QoS to 1024 kfps.

# config t
(config) # interface GigabitEthernet 1/1
(config-if)# gos storm broadcast 1024 kfps

Negation: (config-if)j# no qos storm { unicast | multicast | broadcast }

Show: # show qos storm
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1.9.32 (config)# radius-server

1.9.32.1 (config)# radius-server attribute 32
Syntax: (config)# radius-server attribute 32 <id>
Explanation: Configure Radius attribute 32 string.
Parameters:

<id>: Specify Radius server identifier. The allowed characters are 1 to 253.

# config t
(config)# radius-server attribute 32 cabinet5aSwW

Negation: (config)# no radius-server attribute 32

Show: # show radius-server [statistics]

1.9.32.2 (config)# radius-server attribute4

Syntax: (config)# radius-server attribute 4 <ipv4>
Explanation: Configure NAS IPv4 address.
Parameters:

<ipv4>: Specify NAS IPv4 address.

Example: Set NAS IPv4 address to 100.1.1.25.

# config t
(config)# radius-server attribute 4 100.1.1.25

Negation: (config)# no radius-server attribute 4

Show: # show radius-server [statistics]

1.9.32.3 (config)# radius-server attribute 95

Syntax: (config)# radius-server attribute 95 <ipv6>
Explanation: Configure NAS IPv6 address.
Parameters:

<ipv6>: Specify NAS IPv6 address.
Negation: (config)# no radius-server attribute 95

Show: # show radius-server [statistics]
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1.9.32.4 (config)# radius-serverdeadtime

Syntax: (config)# radius-server deadtime <minutes>

Explanation: Configure RADIUS server deadtime value. Deadtime is the period during which the switch will not send
newrequeststoaserverthathasfailedtorespondtoapreviousrequest. This willstop the switch from continually
trying to contact a server that it has already determined as dead.

Parameters:

<deadtime>: Specify RADIUS server deadtime value. The valid range is 1 to 1440 (minutes).

Example: Set RADIUS server to 60.

# config t
(config)# radius-server deadtime 60

Negation: (config)# no radius-server deadtime

Show: # show radius-server [statistics]

1.9.32.5 (config)# radius-server host

Syntax: (config)# radius-server host <host_name> [ auth-port <auth_port> ] [ acct-port <acct_port> ] [ timeout
<seconds> ] [ retransmit <retries> ] [ key <key> ]

Explanation: This command is used to configure Radius server.

Parameters:
<host_name>: Specify the hostname or IP address for the radius server. The allowed characters are 1 to 255.
[auth-port <auth_port>]: Specify the UDP portto be used onthe RADIUS server for authentication.
[ acct-port <acct_port> ]: Specify the UDP port to be used on the RADIUS server for accounting.

[timeout<seconds>]: Specifyatimeoutvalue. Iftimeoutvalueis specified here,itwillreplace the globaltimeout
value. If you prefer to use the global value, leave this field blank.

[retransmit<retries>]: Specify avalueforretransmitretry. If retransmitvalue is specified here, itwillreplace the
global retransmit value. If you prefer to use the global value, leave this field blank.

[key<key>]:Specifyasecretkey. [fsecretkeyisspecified here,itwillreplacethe global secretkey. Ifyouprefer
to use the global value, leave this field blank.

Negation: (config)# no radius-server host <host_name> [ auth-port <auth_port> ] [ acct-port <acct_port> ]

Show: # show radius-server [statistics]
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1.9.32.6 (config)# radius-server key

Syntax: (config)# radius-server key <key>
Explanation: Configure RADIUS server key value. This key is shared between the RADIUS sever and the switch.
Parameters:

<key>: Specify RADIUS server secret key value. The valid range is 1 to 63.

Example: Set RADIUS server secret key to 803321

# config t
(config)# radius-server key 803321

Negation: (config)# no radius-server key

1.9.32.7 (config)# radius-serverretransmit

Syntax: (config)# radius-server retransmit <retries>

Explanation: Configure the number of times to retransmit request packets to an authentication server that does not
respond. If the server does not respond after the last retransmit is sent, the switch considers the authentication server
is dead.

Parameters:

<retries>: Specify RADIUS server retransmit value. The valid range is 1 to 1000.

Example: Set RADIUS server retransmit value to 5

# config t
(config)# radius-server retransmit 5

Negation: (config)# no radius-server retransmit

Show: # show radius-server [statistics]

1.9.32.8 (config)# radius-servertimeout

Syntax: (config)# radius-server timeout <seconds>

Explanation: Configure the time the switch waits for a reply from an authentication server before it retransmits the
request.

Parameters:
<seconds>: Specify RADIUS server timeout value. The valid range is 1 to 1000.

Example: Set RADIUS server timeout to 60
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# config t
(config)# radius-server timeout 60

Negation: (config)# no radius-server timeout

Show: # show radius-server [statistics]

1.9.33 (config)# ring

1.9.33.1 (config)# ring <instance>chain

Syntax: (config)# ring <instance> chain [ master ] east interface <port_type> <east_port> [ edge ] west interface
<port_type> <west_port> [ edge ]

Parameters:
<instance: 0-5>: Specify theringinstance number.
chain: This is a chain ring.
[ master ]: Set this ring to master ring.

eastinterface <port_type> <east_port> [ edge ]: Specify the east port type (Fast Ethernet or Gigabit Ethernet)
and port number. If this port is the edge port, add “edge” after the port number.

west interface <port_type> <west_port>[edge ]: Specify the west port type (Fast Ethernet or Gigabit Ethernet)
and port number. If this port is the edge port, add “edge” after the port number.

Explanation: Create a chain ring instance.

Example: Create a chain instance 1.

# config t
(config)# ring 1 chain east interface GigabitEthernet 1/1 west interface
GigabitEthernet 1/2

Negation: (config)# no ring <instance>

Show: # show ring [ <instances> ]

1.9.33.2 (config)# ring <instance>ring

Syntax: (config)# ring <instance> ring [ master ] east interface <port_type> <east_port> west interface <port_type>
<west_port>

Parameters:
<instance: 0-5>: Specify theringinstance number.
ring: This is a closed ring type.

[ master ]: Set this ring to master ring.
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eastinterface <port_type> <east_port>: Specify the east port type (Fast Ethernet or Gigabit Ethernet) and port
number.

west interface <port_type> <west_port>: Specify the west port type (Fast Ethernet or Gigabit Ethernet) and port
number.

Explanation: Create a closed ring instance.

Example: Create a ring instance 2.

# config t
(config)# ring 2 ring east interface GigabitEthernet 1/3 west interface
GigabitEthernet 1/4

Negation: (config)# no ring <instance>

Show: # show ring [ <instances> ]
1.9.33.3 (config)# ring <instance>sub

Syntax: (config)# ring <instance> sub [ master ] east interface <port_type> <east_port>
Parameters:

<instance: 0-5>: Specify theringinstance number.

sub: This is a sub-ring type.

[ master ]: Set this ring to master ring.

eastinterface <port_type> <east_port>: Specify the east port type (Fast Ethernet or Gigabit Ethernet) and port
number.

Explanation: Create a sub ring instance.

Example: Create a ring instance 3.

# config t
(config)# ring 3 ring east interface GigabitEthernet 1/1

Negation: (config)# no ring <instance>

Show: # show ring [ <instances> ]

1.9.34 (config)# rmon
1.9.34.1 (config)# rmon alarm

Syntax: (config)# rmon alarm <id> <oid_str> <interval> { absolute | delta} rising-threshold <rising_threshold>
[<rising_event_id>]falling-threshold <falling_threshold> [ <falling_event_id>]{[rising|falling|both]}
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Syntax: (config)#rmonalarm <id>{ifInOctets | ifinUcastPkts | ifnNUcastPkts | ifinDiscards | ifiInErrors |
iflnUnknownProtos | ifOutOctets | ifOutUcastPkts | ifOutNUcastPkts | ifOutDiscards | ifOutErrors } <ifindex>
<interval> { absolute | delta } rising-threshold <rising_threshold> [ <rising_event_id> ] falling-threshold
<falling_threshold> [ <falling_event_id> ] { [ rising | falling | both ] }
Explanation: Configure RMON alarm settings. RMON Alarm configuration defines specific criteria that will generate
response events. It can be set to test data over any specified time interval and can monitor absolute or changing
values. Alarms can also be set to respond to rising or falling thresholds.
Parameters:
<id>: Indicates the index of the entry. The range is from 1 to 65535.
<oid_str>: The object number of the MIB variable to be sampled. Only variables of the type ifEntry.n.n may be
sampled. Possible variables are ifInOctets, iflnUcastPkts, ifinNUcastPkts, ifOutDiscards, ifErrors,
iflnUnknownProtos, ifOutOctets, ifOutUcastPkts, ifOutNUcastPkts, ifOutDiscards, ifOutErrors.

<interval>: The polling interval for sampling and comparing the rising and falling threshold. The range is from 1to
2731 (2147483647) seconds.

{ absolute | delta }: Test for absolute or relative change in the specified variable.

Absolute: The variable is compared to the thresholds at the end of the sampling period.

Delta: The last sample is subtracted from the current value and the difference is compared to the thresholds.
rising-threshold<rising_threshold>:Ifthecurrentvalueisgreaterthantherisingthresholdandthelastsample
value is less than this threshold, then an alarm will be triggered. After a rising event has been generated, another
such event will not be generated until the sampled value has fallen below the rising threshold, reaches the falling
threshold, and again moves back up to the rising threshold. The threshold range is -2147483647 to 2147483647 .
[ <rising_event_id> ]: Indicates the rising index of an event. The range is 1 - 65535.
falling-threshold <falling_threshold>: Ifthe currentvalueislessthanthefallingthreshold,andthelastsample
value was greater than this threshold, then an alarm will be generated. After a falling event has been generated,
another such event will not be generated until the sampled value has risen above the falling threshold, reaches
the rising threshold, and again moves back down to the failing threshold. (Range: -2147483647 t0 2147483647)

[ <falling_event_id> ]: Indicates the falling index of an event. The range is 0 - 65535.

{[rising | falling | both]}: Specify amethodthatis usedto sample the selected variable and calculate the value
to be compared against the thresholds.

rising: Trigger alarm when the first value is larger than the rising threshold.
falling: Trigger alarm when the first value is less than the falling threshold.

both: Triggeralarmwhenthefirstvalueislargerthantherisingthresholdorlessthanthefalling
threshold.

Negation: (config)# no rmon alarm <id>
Show:#showrmonalarm[<id_list>]

#showrmon history[<id_list>]
# show rmon statistics [ <id_list> ]
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1.9.34.2 (config)# rmon event

Syntax: (config)# rmon event <id> [ log ] [ trap <community> ] { [ description <description> ]}
Explanation: Configure RMON Event settings.
Parameters:
<id>: Specify an ID index. The range is 1 - 65535.
[ log ]: When the event is triggered, a RMON log entry will be generated.
[trap<community>]: Apassword-like community string sentwiththetrap. Although the community stringcan
be setonthis configuration page, itisrecommended thatitbe defined onthe SNMP trap configuration page
prior to configuring it here. The allowed characters are 0 - 127.
{ [ description <description> ] }: Enter a descriptive comment for this entry.

Negation: (config)# no rmon event <id>

Show:#showrmonalarm[<id_list>]
#showrmonhistory[<id_list>]

1.9.35 (config-if)# shutdown

Syntax: (config-if)# shutdown
Explanation: Shutdown this specific interface.
Negation: (config-if}# no shutdown

Show: # show interface ( <port_type> [ <v_port_type_list>] ) status

1.9.36 (config)# snmp-server
1.9.36.1 (config)# snmp-server

Syntax: (config)# snmp-server

Explanation: Enable SNMP server service.

Example: Enable SNMP server service.

# config t
(config) # snmp-server

Negation: (config)# no snmp-server

Show: # show snmp

1.9.36.2 (config)# snmp-server access
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Syntax: (configt)# snmp-server access <group_name> model { v1 | v2c | v3 | any } level { auth | noauth | priv } [ read
<view_name> ] [ write <write_name> ]

Explanation: Configure SNMP access settings.
Parameters:

<group_name>: A string identifying the group name that this entry should belong to. The allowed string length is
1to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

model{v1|v2c]|v3|any}: Indicatesthesecurity modelthatthis entry should belongto. Possible security
models are:

any: Any security model accepted(v1|v2c|usm).

v1 : Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.
v3 : User-based Security Model (USM) for SNMPv3.

level{auth | noauth | priv}: Indicates the security level that this entry should belongto. Possible security models
are:

auth: Authentication and no privacy.
noauth: No authentication and no privacy.
priv: Authentication and privacy.

[read <view_name>]: The name ofthe MIB view defining the MIB objects forwhich thisrequestmayrequestthe
currentvalues. The allowed string length is 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

[ write <write_name> ]: The name of the MIB view defining the MIB objects for which this request may
potentially set new values. The allowed string lengthis 1 to 32, and the allowed contentis ASCII characters from
0x21 to OX7E.

Negation: (config)# no snmp-server access <group_name> model { v1 | v2c | v3 | any } level { auth | noauth | priv }

Show: # show snmp access [ <group_name> {v1 | v2c | v3 | any } { auth | noauth | priv }]

1.9.36.3 (config)# snmp-server communityv2c

Syntax: (configy# snmp-server community v2c <comm>[ro | rw ]
Explanation: Configure Read or Write community string.
Parameters:

<comm >: Indicate a community read or write access string to permit access to the SNMP agent. The allowed
string length is 0 to 255, and the allowed contentis the ASCII characters from 0x21 to Ox7E.

[ro|rw]: Indicateswhetherthe specified community appliestoread only access stringorread &write access
string.

Example: Set Write community access string to private123.

# config t
(config)# snmp-server community v2c privatel24 rw
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Negation: (config)}# no snmp-server community v2c

Show: # show snmp

1.9.36.4 (config)# snmp-server community v3

Syntax: (config)# snmp-server community v3 <v3_comm> [ <v_ipv4_addr> <v_ipv4 _netmask> ]

Explanation: Configure SNMP server community v3 value.

Parameters:

<v3_comm>: Specify SNMPv3 community string.

[ <v_ipv4_addr> <v_ipv4_netmask> ]: Specify IPv4 address and subnet mask address.
Negation: (config)# no snmp-server community v3 <word127>

Show: # show snmp
# show snmp community v3

1.9.36.5 (config)# snmp-servercontact

Syntax: (config)#snmp-servercontact<v_line255>
Explanation: Configure systemcontactinformation.
Parameters:

<v_line255>: Specify system contact information. This could be a person’s name, email address or other
descriptions. The allowed string length is 0 — 255 and the allowed content is the ASCII characters from 32 —126.

Example: Set system contact information to “admin@acme.com”

# config t
(config)# snmp-server contact admin@acme.com

Negation: (config)# no snmp-server contact

1.9.36.6 (config)# snmp-server engine-idlocal

Syntax: (config)# snmp-server engine-id local <enginelD>

Explanation: Configure SNMP server v3 Engine ID value.

Parameters:
<enginelD>: Indicates the SNMPv3 engine ID. The string must contain an even number (in hexadecimal format)
with number of digits between 10 and 64, but all-zeros and all-'F's are not allowed. Changes to the Engine ID will

clear all original local users.

Negation: (config)# no snmp-server engined-id local
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Show: # show snmp

1.9.36.7 (config)# snmp-server host

Syntax: (configy# snmp-server host <conf_name>

Explanation: Configure SNMP server hostname.

Parameters:

<conf_name:word 32>: Specify ahostname. Once “Enter” is pressed, the CLI prompt changes to (config-snmps-
host)#.

Example: Set SNMP server hostname to RemoteSnmp

# config t
(config)# snmp-server host RemoteSnmp

Negation: (config)# snmp-server host <conf_name>

Show: # show snmp host [ <conf_name> ] [ system ] [ switch ] [ power ] [ interface ][ aaa ]

1.9.36.8 (config)# snmp-serverlocation

Syntax: (configy# snmp-server location <v_line255>
Parameters:
<v_line255>: Specify the descriptive location of this device. The allowed string length is 0 — 255.

Example: Set the location to “Cabinet A22”

# config t
(config)# snmp-server location Cabinet A22

Negation: (config)}# no snmp-server location

1.9.36.9 (config)# snmp-server security-to-group model

Syntax: (configt)#snmp-serversecurity-to-groupmodel{v1|v2c|v3}name<security_name>group<group_name>
Explanation: Configure SNMPv3 Group settings.
Parameters:

{v1] v2c | v3}: Indicates the security model that this entry should belong to.

<security_name>: A string identifying the security name that this entry should belong to. The allowed string
lengthis 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.
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lengthis 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.
Negation: (config)# no snmp-server security-to-group model { v1 | v2c | v3 } name <security_name>

Show: # show snmp security-to-group [ { v1 | v2¢c | v3 } <security_name> ]

1.9.36.10 (config)# snmp-servertrap

Syntax: (config)# snmp-server trap
Explanation: Enable SNMP server trap function.

Example: Enable SNMP server trap function.

# config t
(config) # snmp-server trap

Negation: (config)# no snmp-server trap

Show: # show snmp

1.9.36.11 (config)# snmp-server user

Syntax: (configt)# snmp-server user <username> engine-id <enginelD> [ { md5 <md5_passwd> | sha <sha_passwd> }
[ priv { des | aes } <priv_passwd>]]

Explanation: Configure SNMPv3 User settings.
Parameters:

<username: word 32>: A string identifying the user name that this entry should belong to. The allowed string
lengthis 1 to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

engine-id <enginelD>: An octet string identifying the engine ID that this entry should belong to. The string must
contain an even number (in hexadecimal format) with number of digits between 10 and 64, but all-zeros and all-
'F's are notallowed. The SNMPv3 architecture uses the User-based Security Model (USM) for message security
andthe View-based Access Control Model (VACM)foraccess control. Forthe USM entry, the usmUserEnginelD
andusmUserName are the entry'skeys. Inasimpleagent,usmUserEnginelDis always thatagent'sown
snmpEnginelDvalue. Thevalue canalsotakethevalue ofthesnmpEnginelD ofaremote SNMP engine with
whichthisusercancommunicate. Inotherwords,ifuserenginelDequalsystemengine IDthenitislocal user;
otherwise it is a remote user.

{md5<md5_ passwd> | sha <sha_passwd> }: Indicates the authentication protocol that this entry should belong
to. Possible authentication protocols are:

md5 <md5_passwd>: An optional flag to indicate that this user uses MD5 authentication protocol. A string
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is8to32characters. For SHA authentication protocol, the allowed stringlengthis 8to40characters. The
allowed content is ASCII characters from 0x21 to Ox7E.

sha<sha_passwd>: An optional flag to indicate that this user uses SHA authentication protocol. A string
identifying the authentication password phrase. For MD5 authentication protocol, the allowed string length
is8to32characters. For SHA authentication protocol, the allowed stringlengthis 8to40 characters. The
allowed content is ASCII characters from 0x21 to OX7E.

[priv{des|aes}<priv_passwd>]]:Indicatesthe privacy protocolthatthisentry should belongto. Possible
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privacy protocols are:

DES: An optional flag to indicate that this user uses DES authentication protocol.
AES: An optional flag to indicate that this user uses AES authentication protocol.

<priv_passwd>: A stringidentifying the privacy password phrase. The allowed string length is 8to 32, and
the allowed content is ASCII characters from 0x21 to Ox7E.

Negation: (config)# no snmp-server user <username> engine-id <enginelD>

Show: #show snmp user [ <username> <enginelD> ]

1.9.36.12 (config)# snmp-serverversion

Syntax: (config)y# snmp-server version { v1 | v2c | v3}
Explanation: Configure SNMP server version.
Parameters:
{v1] v2c | v3 }: Specify which SNMP server version you want to use.

Example: Set SNMP server version to v3.

# config t
(config)# snmp-server version v3

Negation: (config)# no snmp-server version

Show: # show snmp

1.9.36.13 (config)# snmp-serverview

Syntax: (configt)# snmp-server view <view_name> <oid_subtree> { include | exclude }
Explanation: Configure SNMPv3 MIB view name.
Parameters:

<view_name>: A string identifying the view name that this entry should belong to. The allowed string length
is 1to 32, and the allowed content is ASCII characters from 0x21 to Ox7E.

<oid_subtree>: The OID defining the root of the subtree to add to the named view. The allowed OID length
is 1to0128.

{include | exclude }: Indicates the view type that this entry should belong to. Possible view types are:
included: An optional flag to indicate that this view subtree should be included.
excluded: Anoptionalflagtoindicate thatthis view subtree should be excluded. Ingeneral, ifaview

entry'sviewtypeis'excluded', there should beanotherviewentry existingwithviewtypeas'included'
and it's OID subtree should overstep the 'excluded' view entry.
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Negation: (config)# no snmp-server view <view_name> <oid_subtree>

Show: # show snmp view [ <view_name> <oid_subtree> ]

1.9.36.14 (config-if)# snmp-server host <conf_name> traps

Syntax: (config-if)# snmp-server host <conf_name> traps [ linkup ] [ linkdown ] [ lidp ]
Explanation: Configure SNMP trap events for the selected interface.
Parameters:
<conf_name: word 32>: Specify the name of the trap.
traps [ linkup ] [ linkdown ] [ lldp ]: Enable the selected interfaces’ trap events.
[ linkup ]: Port link up trap.
[ linkdown ]: Port link down trap.
[ lldp ]: LLDP (Link Layer Discovery Protocol) trap.

Negation: (config-if}# no snmp-server host <conf_name> traps

1.9.36.15 (config-snmps-host)# alarm

Syntax: (config-snmps-host)# alarm [ power [ power1 ] [ power2 ] ]
Explanation: Configure power alarms for this host.
Parameters:

[ power [ power1 ] [ power2 ] ]: Initiate power alarms when Power 1 or Power 2 fails.

1.9.36.16 (config-snmps-host)# host<v_ipv6_ucast>

Syntax: (config-snmps-host)# host <v_ipv6_ucast> [ <udp_port>] [ traps | informs ]

Explanation: Indicates the SNMP trap destination address.

Parameters:
<v_ipv6_ucast>: Specify the IPv6 address. Itallows a valid IP address in dotted decimal notation ('x.y.z.w'). Also
allowed is a valid hostname. A valid hostname is a string drawn from the alphabet (A-Z; a-z), digits (0-9), dot (.)
anddash (-). Spacesare notallowed. The firstcharacter mustbe an alpha character, andthefirstandlast

characters cannot be a dot or a dash.

[<udp_port>]: Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
port range is 1~65535. The default SNMP trap port is 162.

[ traps | informs ]: Specify one of the options.
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Negation: (config-snmps-host)# no host

1.9.36.17 (config-snmps-host)# host<v_ipv4_ucast>

Syntax: (config-snmps-host)# host { <v_ipv4 ucast> | <v_word45> } [ <udp_port>][ traps | informs ]

Explanation: Configure the SNMP trap destination IPv4 address.

Parameters:
{<v_ipv4_ucast>|<v_word45>}:Indicatesthe SNMPtrapdestinationaddress. ItallowsavalidIPaddressin
dotted decimal notation ('x.y.z.w'"). Also allowed is a valid hostname. A valid hostname is a string drawn from the
alphabet (A-Z; a-z), digits (0-9), dot (.) and dash (-). Spaces are not allowed. The first character must be an alpha

character, and the first and last characters cannot be a dot or a dash.

[<udp_port>]: Indicates the SNMP trap destination port. SNMP Agent will send SNMP message via this port, the
portrange is 1~65535. The default SNMP trap port is 162.

[ traps | informs ]: Specify one of the options.

Negation: (config-snmps-host)# no host

1.9.36.18 (config-snmps-host)# version

Syntax: (config-snmps-host)# version { v1 [ <v1_comm>1]| v2 [ <v2_comm> ] | v3 [ probe | enginelD
<v_word10_to_32> ][ <securtyname> ]}

Parameters:

{v1[<v1_comm>]|v2[<v2_comm>]|v3[probe|enginelD<v_word10_to_32>][<securtyname>]}: Specify
one of the SNMP versions.

v1[v1_comm]: Support SNMPv1andtrap community access stringwhen sending SNMP trap packet. The
allowed stringlengthis 0 to 255, and the allowed content is ASCII characters from 0x21 to Ox7E.

v2[v2_comm]: Support SNMPv2c andtrap community access stringwhen sending SNMPtrap packet. The
allowed string length is 0to 255, and the allowed contentis ASCII characters from 0x21 to Ox7E.

v3 [ probe | enginelD <v_word10_to_32> ] [ <securtyname> ]: Support SNMPv3.

[probe |enginelD <v_word10_to_32>]: Indicates the SNMP trap probe security engine ID or SNMP
trap security engine ID. SNMPv3 sends traps and informs use USM for authentication and privacy. A
unique engine ID forthese traps and informsis needed. When"Trap Probe Security Engine ID"is
enabled, the ID will be probed automatically. Otherwise, the ID specified in this field is used. The string
mustcontain anevennumber (inhexadecimal format)with number of digits between 10 and 64, but
all-zeros and all-'F's are not allowed.

[<securtyname>]: Indicates the SNMP trap security name. SNMPv3 traps and informs use USM for
authentication and privacy. A unique security name is needed when traps and informs are enabled.

Explanation: Configure SNMP version and its corresponding values.
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Example: Support SNMPv2c version.

# config t
(config-snmps-host) # version v2 public

Negation: (config-snmps-host)# no version

1.9.36.19 (config-snmps-host)# informs retries

Syntax: (config-snmps-host)# informs retries <retries> timeout <timeout>
Explanation: Configure SNMP trap retry times and timeout.
Parameters:
<retries>: Indicates the SNMP trap inform retry times. The allowed range is 0 to 255.
<timeout>: Indicates the SNMP trap inform timeout. The allowed range is 0 to 2147.

Negation: (config-snmps-host)# no informs

1.9.36.20 (config-snmps-host)# shutdown

Syntax: (config-snmps-host)# shutdown
Parameters: None.
Explanation: Disable the SNMP trap mode.

Example: Disable the SNMP trap mode.

# config t
(config-snmps-host) # shutdown

Negation: (config-snmps-host)# no shutdown

1.9.36.21 (config-snmps-host)# traps

Syntax: (config-snmps-host)# traps [ aaa authentication ] [ system [ coldstart ] [ warmstart ] ] [ switch [ stp ][ rmon ] ]
Explanation: Configure SNMP trap events.
Parameters:

[ aaa authentication ]: Authentication, Authorization and Accounting. A trap will be issued at any authentication
failure.

[ system [ coldstart ] [ warmstart ] ]: The system trap events include the following.
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coldstart: The switch has booted from a powered off or due to power cycling (power failure).
warmstart: The switch has been rebooted from an already powered on state.
[switch[stp][rmon]]: Indicates thatthe Switchgroup'straps.Possibletrapsare:
stp: Enable STP trap.
rmon: Enable RMON trap.

Example: Send a trap notice when any authentication fails.

# config t
(config-snmps-host)# traps aaa authentication

Negation: (config-snmps-host)# no traps

Show: # show snmp host [ <conf_name> ] [ system ] [ switch ] [ interface ][ aaa ]

1.9.36(config)# spanning-tree
1.9.36.1 (config)# spanning-tree aggregation

Syntax: (config)# spanning-tree aggregation

Explanation: Enable aggregation mode of Spanning Tree.

# config t
(config)# spanning-tree aggregation
(config-stp-aggr) #

Show: # show spanning-tree

1.9.36.2 (config-stp-aggr)# spanning-tree

Syntax: (config-stp-aggr)# spanning-tree
Explanation: Enable Spanning Tree under aggregation mode.
Negation: (config-stp-aggr)# no spanning-tree

Show: # show spanning-tree

1.9.36.3 (config-stp-aggr)# spanning-tree auto-edge

Syntax: (config-stp-aggr)# spanning-tree auto-edge

Explanation: Enable auto edge function. When enabled, a port is automatically determined to be at the edge of the
network when it receives no BPDUs.
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Negation: (config-stp-aggr)# no spanning-tree auto-edge

Show: # show spanning-tree

1.9.36.4 (config-stp-aggr)# spanning-tree bpdu-guard

Syntax: (config-stp-aggr)# spanning-tree bpdu-guard
Explanation: Enable BPDU guard function. This feature protects ports fromreceiving BPDUs. It can preventloops by
shutting down a port when a BPDU is received instead of putting it into the spanning tree discarding state. If enabled,
the port will disable itself upon receiving valid BPDU's.

Negation: (config-stp-aggr)# no spanning-tree bpdu-guard

Show: # show spanning-tree

1.9.36.5 (config-stp-aggr)# spanning-tree edge

Syntax: (config-stp-aggr)# spanning-tree edge
Explanation: If an interface is attached to end nodes, you can set it to “Edge”.
Negation: (config-stp-aggr)# no spanning-tree edge

Show: # show spanning-tree

1.9.36.6 (config-stp-aggr)# spanning-tree link-type

Syntax: (config-stp-aggr)# spanning-tree link-type { point-to-point | shared | auto }
Explanation: Configure the link type attached to an interface.
Parameters:
{ point-to-point | shared | auto }: Select the link type attached to an interface.
point-to-point: It is a point-to-point connection.
shared: It is a shared medium connection

auto: The switch automatically determines whether the interface is attached to a point-to-point link or
shared medium.

Negation: (config-stp-aggr)# no spanning-tree link-type

Show: # show spanning-tree
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1.9.36.7 (config-stp-aggr)# spanning-tree mst <instance> cost

Syntax: (config-stp-aggr)# spanning-tree mst <instance> cost { <cost> | auto }
Explanation: Configure MSTI and its’ path cost value.
Parameters:

mst <instance: 0-15>: Specify MST instance number. Specify “0” to denote CIST. Specify “1-15” to denote MSTI 1-
15.

cost{<cost> | auto }: Specify a Path costvalue thatis used to determine the best path between devices. Valid
values are 1t0200000000. If “auto” mode is specified, the system automatically detects the speed and duplex
mode to decide the path cost. Please note that path cost takes precedence over port priority.

Negation: (config-stp-aggr)# no spanning-tree mst <instance> cost

Show: # show spanning-tree

1.9.36.8 (config-stp-aggr)# spanning-tree mst <instance> port-priority

Syntax: (config-stp-aggr)# spanning-tree mst <instance> port-priority <prio>
Explanation: Configure MSTI and its’ port priority.
Parameters:

mst <instance: 0-15>: Specify MST instance number. Specify “0” to denote CIST. Specify “1-15” to denote MSTI 1-
15.

port-priority <prio>: Specify a port priority value.
Negation: (config-stp-aggr)# no spanning-tree mst <instance> port-priority

Show: # show spanning-tree

1.9.36.9 (config-stp-aggr)# spanning-treerestricted-role

Syntax: (config-stp-aggr)# spanning-tree restricted-role

Explanation: Enable restricted role function. If enabled, this causes the port not to be selected as Root Port for the
CIST orany MSTI, even if it has the best spanning tree priority.

Negation: (config-stp-aggr)# no spanning-tree restricted-role

Show: # show spanning-tree
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1.9.36.10 (config-stp-aggr)# spanning-treerestricted-tcn

Syntax: (config-stp-aggr)# spanning-tree restricted-tcn

Explanation: Enable restricted TCN function. Ifenabled, this causes the port not to propagate received topology
change notifications and topology changes to other ports.

Negation: (config-stp-aggr)# no spanning-tree restricted-tcn

Show: # show spanning-tree

1.9.36.11 (config)# spanning-tree edgebpdu-filter

Syntax: (config)# spanning-tree edge bpdu-filter

Explanation: Enable edge BPDU filtering function. The purpose of Port BPDU Filtering is to prevent the switch from
sending BPDU frames on ports that are connected to end devices.

Example: Enable edge BPDU filtering function.

# config t
(config)# spanning-tree edge bpdu-filter

Negation: (config)# no spanning-tree edge bpdu-filter

Show: # show spanning-tree

1.9.36.12 (config)# spanning-tree edge bpdu-guard

Syntax: (config)# spanning-tree edge bpdu-guard

Explanation: Enable edge BPDU guard function. Edge ports generally connect directly to PC, file servers or printers.
Therefore, edge ports are configured to allow rapid transition. Under normal situations, edge ports should not receive
configuration BPDUs. However, if they do, this probably is due to malicious attacks or mis-settings. When edge ports
receive configuration BPDUs, they will be automatically set to non-edge ports and start a new spanning tree
calculation process.

BPDU Guardistherefore usedto preventthe device from suffering malicious attacks. With thisfunctionenabled,
when edge ports receive configuration BPDUs, STP disables those affected edge ports. After a period of recovery time,
those disabled ports are re-activated.

Example: Enable edge BPDU guard function.

# config t
(config)# spanning-tree edge bpdu-guard

Negation: (config)# no spanning-tree edge bpdu-guard

Show: # show spanning-tree
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1.9.36.13 (config)# spanning-tree mode

Syntax: (config)# spanning-tree mode { stp | rstp | mstp }
Parameters:

{stp | rstp | mstp }: Specify one of the STP protocol versions.
Explanation: Configure the desired STP protocol version.

Example: Set the spanning tree mode to MSTP.

# config t
(config) # spanning-tree mode mstp

Negation: (config)# no spanning-tree mode

Show: # show spanning-tree

1.9.36.14 (config)# spanning-tree mst <instance> priority <prio>

Syntax: (config)# spanning-tree mst <instance> priority <prio>
Parameters:

<instance: 0-7>: Specify an instance ID. “0” means CIST. “1-7” means MSTI 1-7.

<prio: 0-61440>: Specify a priority value.
Explanation: Specify an appropriate priority for a MSTI instance. Bridge priority is used in selecting the root device,
root port, and designated port. The device with the highest priority becomes the root device. However, if all devices
have the same priority, the device with the lowest MAC address will then become the root device. Note that lower
numericvaluesindicate higher priority. The bridge priority plus the MSTl instance number, concatenated with the 6-

byte MAC address of the switch forms a Bridge Identifier.

Example: Map MST Instance 1 to priority 61440.

# config t
(config)# spanning-tree mst 1 priority 61440

Negation: (config)# no spanning-tree mst <instance> priority

Show: # show spanning-tree

1.9.36.15 (config)# spanning-tree mst <instance> vlan <v_vlan_list>

Syntax: (config)# spanning-tree mst <instance> vlan <v_vlan_list>

Parameters:
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<instance: 0-7>: Specify an instance ID. “0” means CIST. “1-7” means MSTI 1-7.

<v_vlan_list>: Specify alistof VLANs forthe specified MST instance. Separate VLANs withacommaand use
hyphen to denote a range of VLANSs. (Example: 2,5,20-40)

Explanation: Specify VLANs mapped to a certain MSTI. Both a single VLAN and a range of VLANs are allowed.

Example: Map MST Instance 1 to VLAN 90 and VLAN 101-105.

# config t
(config)# spanning-tree mst 1 vlan 90,101-105

Negation: (config)# no spanning-tree mst <instance> vlan

1.9.36.16 (config)# spanning-tree mst forward-time

Syntax: (config)# spanning-tree mst forward-time <fwdtime>
Parameters:
<fwdtime: 4-30>: Specify forward delay value between 4 and 30 (seconds).

Explanation: Fort STP bridges, the Forward Delay is the time spent in each Listening and Learning state before the
Forwarding state is entered. This delay occurs when a new bridge comes onto a network.

Example: Set the forward delay to 15 seconds.

# config t
(config) # spanning-tree mst forward-time 15

Negation: (config)# no spanning-tree mst forward-time

Show: # show spanning-tree

1.9.36.17 (config)# spanning-tree mstmax-age

Syntax: (config)# spanning-tree mst max-age <maxage> [ forward-time <fwdtime> ]
Parameters:
<maxage: 6-40>: Specify the max age value. The valid range is from 6 to 40.
[forward-time <fwdtime> ]: Fort STP bridges, the Forward Delay is the time spent in each Listening and Learning
state before the Forwarding state is entered. This delay occurs when a new bridge comes onto a network. Valid
values are 4-30seconds.
Explanation: If another switch in the spanning tree does not send out a hello packet for a period of time, it is
considered to be disconnected. Valid values are 6 to 40 seconds, and Max Age values must be smaller than or equal to

(Forward Delay-1)*2.

Example: Set the max age to 20 seconds.
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# config t
(config) # spanning-tree mst max-age 20

Negation: (config)# no spanning-tree mst max-age

Show: # show spanning-tree

1.9.36.18 (config)# spanning-tree mst max-hops

Syntax: (config)# spanning-tree mst max-hops <maxhops>
Parameters:
<maxhops>: Specify the maximum hop count value. The valid range is from 6 to 40.
Explanation: The maximum number of hops allowed for MST region before a BPDU is discarded. Each bridge
decrements the hop count by one before passing on the BPDU. When the hop count reaches zero, the BPDU is

discarded. The default hop count is 20. The allowed range is 6-40.

Example: Set the maximum hop count to 20.

# config t
(config)# spanning-tree mst max-hops 20

Negation: (config)# no spanning-tree mst max-hops

Show: # show spanning-tree

1.9.36.19 (config)# spanning-treemst name

Syntax: (config)# spanning-tree mst name <name> revision <v_0_to 65535>
Parameters:
name <name>: Specify a name for this MSTI. By default, the switch’s MAC address is used. The maximum length
is 32 characters. In order to share spanning trees for MSTI, bridges must have the same configuration name and
revision value.
revision <v_0_to_65535>: Specify a revision number for this MSTI. The allowed range is 0 — 65535.
Explanation: Configure a name and revision number for this MSTI.

Negation: (config)# no spanning-tree mst name

Show: # show spanning-tree
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1.9.36.20 (config)# spanning-tree recovery interval

Syntax: (config)# spanning-tree recovery interval <interval>
Parameters:

<interval>: The time that has to pass before a port in the error-disabled state can be enabled. The allowed range
is 30 — 86400 (seconds).

Explanation: When enabled, a port that is in the error-disabled state can automatically be enabled after a certain time.

Example: Set the spanning tree recovery interval to 50.

# config t
(config)# spanning-tree recovery interval 50

Negation: (config)# no spanning-tree recovery interval

Show: # show spanning-tree

1.9.36.21 (config)# spanning-tree transmit hold-count

Syntax: (config)# spanning-tree transmit hold-count <holdcount>
Parameters:

<holdcount:1-10>: Specify the transmit hold-count. The allowed transmit hold count is 1 to 10.
Explanation: The number of BPDU sent by a bridge port per second. When exceeded, transmission of the next BPDU
will be delayed. By default, it is set to 6. The allowed transmit hold count is 1 to 10. Please note that increasing this
value might have a significantimpact on CPU utilization and decreasing this value might slow down convergence. Itis

recommended to remain Transmit Hold Count to the default setting.

Example: Set the spanning tree transmit hold-count to 6.

# config t
(config)# spanning-tree transmit hold-count 6

Negation: (config)# no spanning-tree transmit hold-count

Show: # show spanning-tree

1.9.36.22 (config-if)# spanning-tree

Syntax: (config-if}# spanning-tree
Explanation: Enable Spanning Tree on this interface.

Negation: (config-if}# no spanning-tree
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Show: # show spanning-tree

1.9.36.23 (config-if)# spanning-tree auto-edge

Syntax: (config-if)# spanning-tree auto-edge

Explanation: Enable auto edge function on this interface. When enabled, a port is automatically determined to be at
the edge of the network when it receives no BPDUs.

Negation: (config-if}# no spanning-tree auto-edge

Show: # show spanning-tree

1.9.36.24 (config-if)# spanning-tree bpdu-guard

Syntax: (config-if)# spanning-tree bpdu-guard

Explanation: Enable BPDU guard function on this interface. This feature protects ports from receiving BPDUs. It can
preventloopsbyshuttingdownaportwhenaBPDU isreceivedinstead of puttingitintothe spanningtreediscarding
state. If enabled, the port will disable itself upon receiving valid BPDU's.

Negation: (config-if}# no spanning-tree bpdu-guard

Show: # show spanning-tree

1.9.36.25 (config-if)# spanning-tree edge

Syntax: (config-if)# spanning-tree edge
Explanation: If an interface is attached to end nodes, you can set it to “Edge”.
Negation: (config-if}# no spanning-tree edge

Show: # show spanning-tree

1.9.36.26 (config-if)# spanning-tree link-type

Syntax: (config-if)# spanning-tree link-type { point-to-point | shared | auto }
Explanation: Configure the link type attached to an interface.
Parameters:
{ point-to-point | shared | auto }: Select the link type attached to an interface.
point-to-point: It is a point-to-point connection.

shared: It is a shared medium connection
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auto: The switch automatically determines whether the interface is attached to a point-to-point link or
shared medium.

Negation: (config-if}# no spanning-tree link-type

Show: # show spanning-tree

1.9.36.27 (config-if)# spanning-tree mst <instance> cost

Syntax: (config-if)# spanning-tree mst <instance> cost { <cost> | auto }
Explanation: Configure MSTI and its’ path cost value.
Parameters:

mst <instance: 0-15>: Specify MST instance number. Specify “0” to denote CIST. Specify “1-15” to denote MSTI 1-
15.

cost{<cost> | auto}: Specify a Path costvalue thatis used to determine the best path between devices. Valid
values are 1t0200000000. If “auto” mode is specified, the system automatically detects the speed and duplex
mode to decide the path cost. Please note that path cost takes precedence over port priority.

Negation: (config-if}# no spanning-tree mst <instance> cost

Show: # show spanning-tree

1.9.36.28 (config-if)# spanning-tree mst <instance> port-priority

Syntax: (config-if)# spanning-tree mst <instance> port-priority <prio>
Explanation: Configure MSTI and its’ port priority.
Parameters:

mst <instance: 0-15>: Specify MST instance number. Specify “0” to denote CIST. Specify “1-15” to denote MSTI 1-
15.

port-priority <prio>: Specify a port priority value.
Negation: (config-if}# no spanning-tree mst <instance> port-priority

Show: # show spanning-tree
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1.9.36.29 (config-if)# spanning-treerestricted-role

Syntax: (config-if)# spanning-tree restricted-role

Explanation: Enable restricted role function. If enabled, this causes the port not to be selected as Root Port for the
CIST orany MSTI, even if it has the best spanning tree priority.

Negation: (config-if}# no spanning-tree restricted-role

Show: # show spanning-tree

1.9.36.30 (config-if)# spanning-tree restricted-tcn

Syntax: (config-if)# spanning-tree restricted-tcn

Explanation: Enable restricted TCN function. Ifenabled, this causes the port not to propagate received topology
change notifications and topology changes to other ports.

Negation: (config-if}# no spanning-tree restricted-tcn

Show: # show spanning-tree

1.9.36(config-if)# speed
Syntax: (config-if)# speed { 10g| 1000 | 100 | 10 | twin| auto { [ 10 ][100][10001]}}

Explanation: Configure port speed for this specific interface.
Negation: (config-if}# no speed

Show: # show interface ( <port_type> [ <v_port_type_list>]) status

1.9.36(config)# switchport
1.9.36.1 (config)# switchport vianmapping

Syntax: (config)# switchport vlan mapping <group ID> <vlan_list> <translation_vlan>

Explanation: VLAN Translation is especially useful for users who want to translate the original VLAN ID to a new VLAN
ID so as to exchange data across different VLANs and improve VLAN scaling. VLAN translation replaces anincoming C-
VLAN tag with an S-VLAN tag instead of adding an additional tag. When configuring VLAN Translation, both ends of the
link normally must be able to replace tags appropriately. In other words, both ends must be configured to translate
the C-VLAN tag to S-VLAN tag and S-VLAN tag to C-VLAN tag appropriately in a network. Note that only access ports
support VLAN translation. Itis notrecommended to configure VLAN Translation on trunk ports.

Parameters:
<group ID: 1-28>: Indicate the Group ID that applies to this translation rule.

<vlan_list>: Indicate the VLAN ID that will be mapped to a new VID.
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<translation_vlan>: Indicate the new VID to which VID of ingress frames will be changed.

Example: Map the group ID 5 with VLAN ID 100 to be translated to 201.

# config t
(config)# switchport vlan mapping 5 100 201

Negation: (config)# no switchport vlan mapping <group> <v_vlan_id_from>

1.9.36.2 (config-if)# switchport accessvian

Syntax: (config-if)# switchport access vlan <pvid>
Explanation: Configure access VLAN ID for this interface.
Parameters:
<pvid>: Indicate the access VLAN ID (PVID) for this interface.

Example: Set the interface 1's access VLAN ID to 10.

# config t

(config) # interface GigabitEthernet 1/1
(config-if)# switchport access vlan 10
(config-if) #

Negation: (config-if}# no switchport access vlan

Show: # show vlan status

1.9.36.3 (config-if)# switchport forbiddenvian

Syntax: (config-if)# switchport forbidden vlan { add | remove } <vlan_list>

Explanation: Add or remove a port from the forbidden VLAN list.

Parameters:
{add | remove }: Add or remove this specific interface from the forbidden VLAN list.
<vlan_list>: Specify the VLAN ID.

Negation: (config-if}# no switchport access vlan

Show: >showswitchportforbidden[{vlan<vid>}|{name <name>}]
#show switchportforbidden [{vlan <vid>} | {name <name>}]
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1.9.36.4 (config-if)# switchport hybrid acceptable-frame-type

Syntax: (config-if)# switchport hybrid acceptable-frame-type { all | tagged | untagged }

Explanation: Configure the accepted frame types. Available options include “all” (accept all frames), “tagged” (accept
only tagged frames), “untagged” (accept only untagged frames). This parameter affects VLAN ingress processing. Ifthe
portonly acceptstaggedframes, untaggedframesreceivedontheportarediscarded. By default, frametypeissetto
All.

Parameters:

{all |tagged | untagged}: Specify the frametype forthisinterface. Available optionsinclude “all” (acceptall
frames), “tagged” (accept only tagged frames), “untagged” (accept only untagged frames).

Negation: (config-if}# no switchport hybrid acceptable-frame-type

Show: # show vlan status

1.9.36.5 (config-if)# switchport hybrid allowed vilan

Syntax: (config-if)# switchport hybrid allowed vlan { all | none | [ add | remove | except ] <vlan_list>}
Explanation: Configure allowed VLANs when this interface is in hybrid mode.
Parameters:
{all| none | [add | remove | except ] <vlan_list> }: Specify one of the options.
all: All VLANS.
none: No VLANS.
add: Add VLANSs to the current list.
remove: Remove VLANSs from the current list
except: All VLANs except the following specified in <vlan_list>.
<vlan_list>: Specify the VLAN list.
Negation: (config-if}# no switchport hybrid allowed vlan

Show: # show vlan status

1.9.36.6 (config-if)# switchport hybridegress-tag

Syntax: (config-if)# switchport hybrid egress-tag { none | all [ except-native ] }
Explanation: Determines egress tagging of a port.

Parameters:
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{ none | all [ except-native ] }: Determines egress tagging of a port.
none: All VLANs are untagged.
all: All VLANs are tagged.
all [except-native]: All VLANs except the configured PVID will be tagged.
Negation: (config-if}# no switchport hybrid egress-tag

Show: # show vlan status

1.9.36.7 (config-if)# switchport hybrid ingress-filtering

Syntax: (config-if)# switchport hybrid ingress-filtering

Explanation: Enable ingress filtering function on this specific interface. If Ingress Filtering is enabled and the ingress
portisnotamemberofaVLAN, theframefromtheingress portisdiscarded. By default, ingressfilteringis disabled.

Negation: (config-if}# no switchport hybrid ingress-filtering

Show: # show vlan status

1.9.36.8 (config-if)# switchport hybrid native vian

Syntax: (config-if}# switchport hybrid native vlan <pvid>

Explanation: Configures the VLAN identifier in Hybrid mode for the port. The allowed values are from 1 through 4095.
The default value is 1.

Parameters:
<pvid>: Specify the port VLAN ID for this specific interface.
Negation: (config-if}# no switchport hybrid native vian

Show: # show vlan status
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1.9.36.9 (config-if)# switchport hybridport-type

ORing Industrail Networking

Syntax: (config-if)# switchport hybrid port-type { unaware | c-port | s-port | s-custom-port }

Explanation: Configures the port type in Hybrid mode for the port.

Parameters:

{unaware | c-port | s-port | s-custom-port}: There arefourporttypesavailable. Each porttype’singressand
egress action is described in the following table.

Action
Port Type

Ingress Action

Egress Action

Unaware

When a tagged frame is received on a port,
1. Ifthe tagged frame with TPID=0x8100, it
becomes a double-tag frame and is
forwarded.
2. Ifthe TPID of tagged frame is not 0x8100
(ex. 0x88A8), it will be discarded.

Whenanuntaggedframeisreceived ona port,
a tag (PVID) is attached and then forwarded.

The TPID of frame transmitted by
Unaware port will be setto 0x8100.
The final status of the frame after
egressing are also affected by egress
rule.

C-port

When a tagged frame is received on a port,
1. Ifatagged frame with TIPID=0x8100, itis
forwarded.
2. Ifthe TPID of tagged frame is not 0x8100
(ex. 0x88A8), it will be discarded.

Whenanuntaggedframeisreceived ona port,
a tag (PVID) is attached and then forwarded.

The TPID offrame transmitted by C-
port will be set to 0x8100.

S-port

When a tagged frame is received on a port,
1. Ifatagged frame with TPID=0x88AS8, itis
forwarded.
2. Ifthe TPID of tagged frame is not 0x88A8
(ex. 0x8810), it will be discarded.

Whenanuntaggedframeisreceived ona port,
a tag (PVID) is attached and then forwarded.

The TPID offrame transmitted by S-
port will be set to 0x88A8

S-custom port

When a tagged frame is received on a port,
1. Ifatagged frame with TPID=0x88AS8, itis
forwarded.
2. Ifthe TPID of tagged frame is not 0x88A8
(ex. 0x8810), it will be discarded.

Whenanuntaggedframeisreceived ona port,
a tag (PVID) is attached and then forwarded.

The TIPID of frame transmitted by S-
custom-port will be set to an self-
customized value, which can be set
by the user using the column of
Ethertype for Custom S-ports.

Negation: (config-if}# no switchport hybrid port-type

Show: # show vlan status

1.9.36.10 (config-if)# switchport mode

Syntax: (config-if)# switchport mode { access | trunk | hybrid }

Explanation: Configure VLAN mode for this specific interface.
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Parameters:
{access | trunk | hybrid }: Specify the VLAN mode.
Negation: (config-if}# no switchport mode

Show: # show vlan status

1.9.36.11 (config-if)# switchport trunk allowed vian

Syntax: (config-if)# switchport trunk allowed vlan { all | none | [ add | remove | except ] <vlan_list>}
Explanation: Configure allowed VLANs when this interface is in trunk mode.
Parameters:
{all| none | [ add | remove | except ] <vlan_list> }: Specify one of the options.
all: All VLANS.
none: No VLANS.
add: Add VLANS to the current list.
remove: Remove VLANSs from the current list
except: All VLANs except the following specified in <vlan_list>.
<vlan_list>: Specify the VLAN list.
Negation: (config-if}# no switchport trunk allowed vilan

Show: # show vlan status

1.9.36.12 (config-if)# switchport trunk native vian

Syntax: (config-if)# switchport trunk native vlan <pvid>
Explanation: Configure native VLAN ID in trunk mode for this specific interface.
Parameters:
<pvid>: Specify the port VLAN ID for this specific interface.
Negation: (config-if}# no switchport trunk native vlan

Show: # show running-config
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1.9.36.13 (config-if)# switchport trunk vlan tag native

Syntax: (config-if)# switchport trunk vlan tag native
Explanation: Configure this specific interface to tag native VLAN ftraffic.

Negation: (config-if}# no switchport trunk vlan tag native

1.9.36.14 (config-if)# switchport vian ip-subnet id

Syntax: (config-if)# switchport vlan ip-subnet id <vce_id> <ipv4> vlan <vid>
Explanation: IP Subnet-based VLAN configuration is to map untagged ingress frames to a specific VLAN if the source
address is found in the IP subnet-to-VLAN mapping table. When IP subnet-based VLAN classification is enabled, the
source address of untagged ingress frames are checked against the IP subnet-to-VLAN mapping table. If an entry is
found for that subnet, these frames are assigned to the VLAN indicated in the entry. If no IP subnet is matched, the
untagged frames are classified as belonging to the receiving port’s VLAN ID (PVID).
Parameters:

<vce_id: 1-128>: Specify index of the entry. Valid range is 1~128.

<ipv4>: Specify IP address and subnet mask. The format is xx.xx.xx.xx/mm.mm.mm.mm.

<vid>: Indicate the VLAN ID.

Negation: (config-if}# no switchport vlan ip-subnet id <vce_id_list>

Show: # show vlan ip-subnet [ id <subnet_id> ]

1.9.36.15 (config-if)# switchport vlanmac

Syntax: (config-if)# switchport vlan mac <mac_addr> vlan <vid>

Explanation: This command is to set up VLANs based on source MAC addresses. When ingress untagged frames are
received by a port, source MAC addressis processed to decide which VLAN these untagged frames belong. When
source MAC addresses does not match the rules created, untagged frames are assigned to the receiving port’s native
VLAN ID (PVID).

Parameters:

<mac_addr>: Indicate the source MAC address. Please note that the source MAC address can only map to one
VLAN ID.

vlan<vid>:MapthisMACaddresstotheassociated VLANID.
Negation: (config-ifJ#no switchportvlan mac <mac_addr> vlan <vid>

Show: # show vlan mac [ address <mac_addr>]
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1.9.36.16 (config-if)# switchport vlanmapping

Syntax: (config-if)# switchport vlan mapping <group>
Explanation: Configure group VLAN mapping table for this specific interface.
Parameters:

<group: 1-20>: Indicate the Group ID that applies to this rule.

Negation: (config-if}# no switchport vlan mapping

1.9.36.17 (config-if)# switchport vlian protocol group

Syntax: (config-if}# switchport vlan protocol group <grp_id> vlan <vid>
Explanation: Configure VLAN protocol group for this specificinterface.
Parameters:

<grp_id: word 16>: Indicate the descriptive name for this entry. This field only allows 16 alphabet characters (a-z;
A-Z) or integers (0-9).

<vid>: Specify the VLAN ID that applies to this rule.
Negation: (config-if}# no switchport vlan protocol group <grp_id> vlan <vid>

Show: # show vlan protocol [ eth2 { <etype> | arp | ip | ipx | at}] [ snap { <oui> | rfc-1042 | snap-8021h } <pid>][llc
<dsap> <ssap> ]

1.9.36(config)# tacacs-server
1.9.36.1 (config)# tacacs-server timeout
Syntax: (config)# tacacs-server timeout <seconds>
Explanation: The time the switch waits for a reply from a TACACS+ server before it retransmits the request.
Parameters:
<seconds:1-1000>: Specify a value for timeout. The allowed timeout range is between 1 and 1000.
Negation: (config)# no tacacs-server timeout

Show: # show tacacs-server

187



L2/L3 Feture Command-Line Guide ORing Industrail Networking

1.9.36.2 (config)# tacacs-serverdeadtime

Syntax: (config)# tacacs-server deadtime <minutes>

Explanation: Deadtime is the period during which the switch will not send new requests to a server that has failed to
respondtoa previousrequest. This will stop the switch from continually tryingto contactaserverthatithas already
determined as dead.

Parameters:

<minutes:1-1440>: Specify a value fortacacs-server deadtime. The allowed deadtime range is between 1to 1440
minutes.

Negation: (config)# no tacacs-server deadtime

Show: # show tacacs-server

1.9.36.3 (config)# tacacs-server key

Syntax: (config)# tacacs-server key <key>
Explanation: Specify the secret key up to 63 characters. This is shared between a TACACS+ sever and the switch.
Parameters:
<key:1-63>: Specify a shared secret key value.
Negation: (config)# no tacacs-server key

Show: # show tacacs-server

1.9.36.4 (config)# tacacs-server host

Syntax: (config)# tacacs-server host <host_name> [ port <port> ] [ timeout <seconds> ] [ key <key> ]
Explanation: Configure radius server settings.
Parameters:

<host_name>: Specify a hostname or IP address for the TACACS+ server.

[ port <port> ]: Specify the TCP port number to be used on a TACACS+ server for authentication.

[timeout<seconds>]: Iftimeoutvalueis specified here, itwillreplace the globaltimeoutvalue. Ifyou preferto
use the global value, leave this field blank.

[key <key>]:Ifsecretkeyis specified here, itwillreplace the global secretkey. If you prefertouse theglobal
value, leave this field blank.

Negation: (config)# no tacacs-server host <host_name> [ port <port> ]
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Show: # show tacacs-server

1.9.36(config)# username
1.9.36.1 (config)# username<username>privilege<priv>passwordencrypted

Syntax: (config)# username <username> privilege <priv> password encrypted <encry password>

Explanation: By default, there is only one user, 'admin’, assigned the highest privilege level of 15. Use this command
to configure a new user account.

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: 0-15>: Specify the privilege level forthis new useraccount. The allowed rangeis 1to 15. Ifthe
privilege levelvalueis 15, itcanaccess allgroups, i.e. thatis granted the fully control of the device. But other
values needtoreferto each group privilege level. User's privilege should be same or greaterthan the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 has the read-only
access and privilege level 10 has the read-write access. And the system maintenance (software upload, factory
defaultsandetc.)needuserprivilegelevel 15. Generally, theprivilegelevel 15canbeusedforanadministrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password encrypted <encry_password: 4-44>: Specify the encrypted password for this new useraccount. The
ENCRYPTED (hidden) user password. Notice the ENCRYPTED password will be decoded by system internally. You
cannot directly use it as same as the Plain Text and it is not human-readable text normally.

Example: Create the new user account with the following settings.

# config t
(config) # username mis4jack privilege 15 password encrypted jack30125

Negation: (config)# no username <username>

Show: > show users
#showusers

1.9.36.2 (config)# username<username>privilege<priv>passwordnone

Syntax: (config)# username <username> privilege <priv> password none
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Explanation: By default, there is only one user, 'admin’, assigned the highest privilege level of 15. Use this command
to configure a new user account without password

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: 0-15>: Specify the privilege level for this new useraccount. The allowed rangeis 1to 15. Ifthe
privilege levelvalueis 15, itcanaccess allgroups, i.e. thatis granted the fully control of the device. But other
values needtorefertoeachgroup privilege level. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 has the read-only
access and privilege level 10 has the read-write access. And the system maintenance (software upload, factory
defaultsandetc.)needuserprivilegelevel 15. Generally, theprivilegelevel 15canbeusedforanadministrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password none: No password for this user account.

Example: Create the new user account with the following settings.

# config t
(config) # username mis4jack privilege 15 password none

Negation: (config)# no username <username>

Show: > show users
#showusers

1.9.36.3 (config)# username<username>privilege<priv>password unencrypted

Syntax: (config)# username <username> privilege <priv> password unencrypted <password>

Explanation: By default, there is only one user, 'admin’, assigned the highest privilege level of 15. Use this command
to configure a new user account with unencrypted password.

Parameters:
username <username: word31>: Specify a new username. The allowed characters are 31.

privilege <priv: 0-15>: Specify the privilege level forthis newuseraccount. The allowed rangeis 1to 15. Ifthe
privilege levelvalueis 15, itcanaccess all groups, i.e. thatis granted the fully control of the device. But other
values needtorefertoeachgroup privilege level. User's privilege should be same or greaterthan the group
privilege level to have the access of that group. By default setting, most groups privilege level 5 has the read-only
access and privilege level 10 has the read-write access. And the system maintenance (software upload, factory
defaultsandetc.)needuserprivilegelevel 15. Generally, theprivilegelevel 15canbeusedforanadministrator
account, privilege level 10 for a standard user account and privilege level 5 for a guest account.

password unencrypted <password: line31>: Specify the unencrypted password for this useraccount. The
UNENCRYPTED (Plain Text) user password. Any printable characters including space is accepted.

Example: Create the new user account with the following settings.

# config t
(config)# username mis4jack privilege 15 password unencrypted jack30125
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Negation: (config)# no username <username>

Show: >show users
#showusers

1.9.36(config)# vian
1.9.36.1 (config)# vian

Syntax: (config)# vlan <vlist>

Explanation: Configure allowed VLANS.

Parameters:
<vlist>: This shows the allowed access VLANSs. This setting only affects ports setin “Access” mode. Ports in other
modes are members of all VLANSs specified in “Allowed VLANSs” field. By default, only VLAN 1 is specified. More
allowed access VLANs can be entered by specifying the individual VLAN ID separated by comma. If youwant to
specify arange, separateitbyadash. Forexample, 1,5,10,12-15,100. Once Enteris pressed, the prompt changes

to (config-vian)#

Example: Add VID 1,5,10,12-15,100 to the allowed VLAN list.

# config t
(config)# vlan 1,510,12-15,100
(config-vlan) #

Negation: (config)# no vlan { { ethertype s-custom-port } | <vlan_list>}

1.9.36.2 (config)# vlanethertype s-custom-port

Syntax: (config)# vlan ethertype s-custom-port <etype>
Explanation: Configure ethertype used forcustomers-ports.
Parameters:

ethertype s-custom-port <etype>: Specify ether type used for customer s-ports. The valid range is 0x0600 to
Oxffff.

Example: Set ether type for customer s-port to 0x88a8.

# config t
(config)# vlan ethertype s-custom-port 0x88a8

Negation: (config)# no vlan { { ethertype s-custom-port } | <vlan_list>}




1.9.36(config)# web privilegegroup

Syntax: (config)# web privilege group <group_name> level { [ cro <cro> ] [ crw <crw> ] [ sro <sro> ] [ srw <srw>] }*1

Explanation: Assign web privilege level to the specified group.

Parameters:
group <group_name>: This name identifies the privilege group. Valid words are Aggregation''DHCP''Dhcp_Client'
'Diagnostics' 'EEE' 'ERPS' 'Green_Ethernet' 'IP2' 'IPMC_Snooping' 'LACP' 'LLDP' 'Loop_Protect' 'MAC_Table' 'MVR'
'Maintenance' 'Mirroring' 'NTP' 'POE' 'PTP' 'Ports' 'Private VLANs' 'QoS' 'RPC' 'SMTP' 'Security’'
'‘Smart_Config''Spanning_Tree''System' ' Timer''UPnP''VCL''VLAN_Translation''VLANs''XXRP''u-Ring'

level { [ cro <cro: 0-15> ][ crw <crw: 0-15> ] [ sro <sro: 0-15> ] [ srw <srw: 0-15> ] }*1: Every group has an
authorization Privilege level for the following sub groups:

cro (configuration read-only): The privilege level is 1 to 15.
crw (configuration/execute read-write): The privilege level is 1 to 15.
sro (status/statistics read-only): The privilege levelis 1 to 15.
srw (status/statistics read-write): The privilege level is 1 to 15.
User Privilege should be the same or greater than the authorization Privilege level to have access to that group.

Example: Assign Aggregation group to crw (configuration/excute read-write) level 15.

# config t
(config) # web privilege group aggregation level crw 15
(config)# exit
# show web privilege group level
Group Name Privilege Level
CRO CR SRO SR
w w
Aggregation 5 15 5 10
DHCP 5 10 5 10
Dhcp_Client 5 10 5 10
Diagnostics 5 10 5 10
EEE 5 10 5 10
ERPS 5 10 5 10
Green_Ethernet 5 10 5 10
P2 5 10 5 10
IPMC_Snooping 5 10 5 10
LACP 5 10 5 10
LLDP 5 10 5 10
Loop_Protect 5 10 5 10
MAC_Table 5 10 5 10
Maintenance 15 15 15 15
Mirroring 5 10 5 10
MVR 5 10 5 10
NTP 5 10 5 10
POE 5 10 5 10
Portgo re --, next page: Space, contirue :10g, &uitw ~C

Negation: (config)# no web privilege group <group_name> level

Show: >showweb privilege group <group_name> level



#show web privilege group <group_name> leve

1.10 POE Configuration
1.10.1 POE Mode

Syntax: (config-if)# poe mode

<etype> Explanation: Set POE MODE

Example: Set port 1 POE MODE

# config t
(config)# interface GigabitEthernet 1/1
(config-if) #poe mode [Plus / Standard]

1.10.2 POE power limit
Syntax: (config-if}# poe power limit

<etype> Explanation: Set POE power limit setting

Example: Set port 1 POE Power limit

# config t
(config) # interface GigabitEthernet 1/1
(config-if) #poe power limit [1~30]

1.10.3 POE Priority
Syntax: (config-if)# poe priority

<etype> Explanation: Set POE priority

Example: Set port 1 poe priority

# config t
(config) # interface GigabitEthernet 1/1
(config-if) #fpoe priority [Critical / high/low]

1.10.4 POE Schedule
Syntax: (config-if)# poe-schedule time

<etype> Explanation: Set poe-schedule day and time



Example: Set port 1 poe schedule

# config t
(config)# interface GigabitEthernet 1/1
(config-if) #poe-schedule time [Fri Mon Sat Sun Thu Tue Wed][0-23]

1.10.5 POE Auto ping check
Syntax: (config-if)# auto-ping

<etype> Explanation: Set POE AUTO PING CHECK

Example: Set port 1 auto ping

# config t

(config) # interface GigabitEthernet 1/1

(config-if)#auto-ping ip [ipv4 ucast] interval[10-120] retry [1-5] action
[nothing / power-off / power-on / restart-forever / restart-once] reboot [3-
120]

1.10.6 POE Global - Capcaitor detect
Syntax: (config)# poe capacitor-detect

<etype> Explanation: Set POE Capcaitor detect

Example: Set POE Global Capcaitor detect

# config t
(config) # poe capacitor-detect

Example: Disable POE Global Capcaitor detect

# config t
(config) # no poe capacitor-detect

1.10.7 POE Global - management mode

Syntax: (config)# poe management mode

<etype> Explanation: Set POE global management

Example: Set ether type for customer s-port to 0x88a8.

# config t

(config) # poe managedment mode [allocation-consumption / allocation-reserved-
power / class-consumption / class-reserved-power / lldp-consumption / 1ldp-
reserved-power]




1.10.8 POE Global — POE Supply
Syntax: (config)# poe supply

<etype> Explanation: Set POE Supply

Example: Set poe global POE Supply

# config t
(config) #poe supply [1-2000]




